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An intrusion detection system (IDS) is critical in protecting organizations from cyber threats. The susceptibility
of Machine Learning and Deep Learning-based IDSs against adversarial attacks arises from malicious actors’
deliberate construction of adversarial samples. This study proposes a Python-based open-source code repository
named IDS-Anta with a robust defense mechanism to identify adversarial attacks without compromising IDS
performance. It uses Multi-Armed Bandits with Thomson Sampling, Ant Colony Optimization (ACO), and

adversarial attack generation methods and is validated using three public benchmark datasets. This code
repository can be readily applied and replicated on IDS datasets against adversarial attacks.
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1. Introduction to IDS and adversarial attacks

Due to the exponential growth and complexity of communication
networks, adequate security control for protecting organizations is
paramount. Intrusion Detection Systems (IDS) aim to monitor net-
work activity and identify potential security vulnerabilities. However,
the growing sophistication of attack types and the variety of net-
work traffic have posed significant challenges in accurately catego-
rizing through conventional rule-based IDS methods [1]. There are
three broad categories of IDS: signature-based, anomaly-based, and hy-
brid [2]. Signature-based IDS detects established attacks by analyzing
predetermined patterns or signatures within the system. However, these
systems are unable to identify new attacks [3]. Anomaly-based IDS
detects novel attacks by distinguishing between unfamiliar attacks and
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pre-existing normal activities [4]. Hybrid IDS are created by combining
two methods.

Machine Learning (ML) and Deep Learning (DL) methods have been
widely employed in Intrusion Detection Systems (IDS) to overcome
those constraints and categorize network communication [5]. The tech-
niques above utilize statistical measures and algorithms to dynamically
acquire knowledge and detect abnormal network traffic patterns that
indicate potential security vulnerabilities [6]. The primary objective
of the IDS research based on the ML and DL techniques has been to
improve the assessment of the model in terms of different evaluation
parameters and minimize false positive and false negative issues [7,8].
Nevertheless, the model’s resilience must be addressed, as most ML and
DL techniques are susceptible to adversarial attacks [9,10]. Adversarial
examples are typically constructed by introducing small amounts of
noise into the original input during the training or testing stage. This
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Fig. 1. A comprehensive outline of the IDS-Anta.

manipulation by the attacker leads to the model incorrectly predicting
the outcome [11].

With the increasing prevalence of ML and DL-based IDS systems,
adversarial attacks are becoming more important [12]. Hence, design-
ing efficient protection methods to mitigate the adverse consequences
and ensure trustworthiness and stability against adversarial attack sce-
narios is imperative. This proposed work analyzes the exposure of
ML and DL-based IDS against two adversarial attack generation meth-
ods, i.e., Zeroth Order Optimization (ZOO) [13] and Fast Gradient
Sign Attack (FGSM) [14]. The study proposes a novel, resilient de-
fense mechanism named IDS-Anta to counter adversarial attacks on
IDs. IDS-Anta uses preprocessing and feature extraction, employing z-
score normalization and Singular Value Decomposition (SVD) [15]. It
uses various techniques, i.e., Multi-Armed Bandits (MAB) [16] with
Thompson sampling [17] and Ant Colony Optimization (ACO) [18]
to dynamically choose the most effective classifiers or a combination
of real-time classifiers for every input to identify an intrusion. This
approach allows it to accomplish this goal while maintaining enactment
on conventional traffic. This study used three ML classifiers, i.e., Ran-
dom Forest (RF) [19], Support Vector Machine (SVM) [20], Logistic
Regression (LR) [21], and one DL classifier, i.e., Deep Neural Network
(DNN) [22].

2. IDS-Anta code function and adversarial attacks

IDS-Anta software repository empowers scientists to develop re-
silient defense strategies to counter adversarial attacks on machine
learning and deep learning intrusion detection systems (IDS). IDS-Anta
addresses the research questions listed below.

What is the general procedure for ML- and DL-based IDS design,
including the significance of preprocessing and feature extrac-
tion?

How can MAB with Thomson Sampling dynamically choose an
effective classifier, balance, and enhance the attack detection
rate?

How can ZOO and FGSM be used to generate adversarial samples?
How can IDS performance be enhanced in detecting adversarial
attacks with combined techniques (e.g., the proposed IDS-Anta)?

Fig. 1 depicts a high-level overview of the proposed IDS-Anta. The
proposed code collection includes code implementations for detecting
adversarial attacks in IDS: ML and DL-based IDS, MAB, adversarial
attack generations using ZOO and FSGM, and IDS-Anta. The software
is developed in Python, and different packages are used: Scikit-learn,
NumPy, ZOO attack, and FGSM attack. This study uses three publicly
available benchmark datasets, i.e., CIC-IDS-2017 [23], CEC-CIC-IDS-
2018 [24], and CIC-DD0S-2019 [25]. These datasets possess different

IDS attacks, including brute-force, XSS, SQL injection, port scan, bot-
nets, Denial of Service, and infiltration attacks. The architecture of
the IDS-Anta is illustrated in Fig. 2. The code repository contains the
following specific code files:

1. Evaluation-2017.ipynb: The CIC-IDS-2017 dataset is processed
and normalized using z-score. Features are extracted by utilizing
the Singular Value Decomposition (SVC) and the MAB algorithm,
which is employed to select the most optimal classifiers dynam-
ically. Thomson Sampling balances and improves the overall
attack detection rate. The proposed IDS-Anta combines four clas-
sifiers: RF, SVM, LR, and DNN. The classifiers are trained with
the three selected datasets and the MAB algorithm with Thomson
Sampling. The performance of the four selected classifiers and
IDS-Anta is evaluated using the CIC-IDS-2017 dataset.

2. Evaluation-2018.ipynb: The CEC-CIC-IDS-2018 is considered in
this scenario, and other procedures are followed, as stated pre-
viously. The performance of the four selected classifiers and
IDS-Anta is evaluated using the CEC-CIC-IDS-2018 dataset.

3. Evaluation-2019.ipynb: The CIC-DD0S-2019 is considered in this
scenario, and other procedures are followed, as stated previ-
ously. The performance of the four selected classifiers and IDS-
Anta is evaluated employing the CIC-DD0S-2019 dataset.

4. ZOO-adversarial.ipynb: The code is implemented for the pro-
posed IDS-Anta in an adversarial attack scenario. Based on the
four chosen classifiers, the open-source enactment furnished by
Adversarial Robustness Toolbox (ART) [26] and the classifier
class have been created and used in both adversarial attack
samples in IDS-Anta. The RF, SVM, LR, DNN, and IDs-Anta are
trained with the CIC-IDS2017 and CEC-CIC-IDS-2018 datasets,
the Multi-Armed Bandits algorithm, and Thomson sampling. The
IDS-Anta is further optimized with Ant Colony Optimization.
The proposed model is tested with adversarial samples generated
using the ZOO method and CIC-IDS2017 dataset. The proposed
IDS-Anta achieved better accuracy and other evaluation param-
eters than other classifiers. This symbolizes that the ML and
DL-based IDS are susceptible to adversarial attacks, and the
proposed IDS-Anta, with a robust defense mechanism, effectively
reduces the impact of adversarial attacks.

5. FGSM-adversarial.ipynb: The code is accomplished for the pro-
posed IDS-Anta in an adversarial attack scenario using the FGSM
method. The same techniques are used as mentioned in ZOO-
adversarial.ipynb. The outcomes indicate that the proposed IDS-
Anta with defense method achieved more promising results than
the selected classifiers in an adversarial attack scenario utilizing
the FGSM method.
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Fig. 2. IDS-Anta architecture.
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Fig. 3. Comparative outcome using ZOO attack.

Figs. 3 and 4 outline the comparative outcomes of the IDS-Anta,
along with other classifiers, against ZOO and FGSM adversarial sam-
ples.

However, the IDS-Anta does not entirely negate them. This indicates
the possibility of enhancing the model’s resilience to strengthen its
ability to defend against adversarial attacks. It is necessary to mention
that the proposed model has certain limitations. Although achieving
an impassable defense is challenging, the proposed model seeks to sub-
stantially enhance a potential attacker’s time and computing resources
to carry out an attack effectively. In practical situations, the increased

duration and computing expenses can render an attack ineffective or
economically impractical, serving as a deterrent and enhancing security
measures.

3. Software impacts

The development of IDS-Anta addresses the practical implementa-
tion of defense mechanisms against adversarial attacks. Several existing
studies are available based on ML and DL IDS, but publicly available
code with defense strategies against adversarial attacks is limited. Our
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Fig. 4. Comparative outcome using FGSM attack.

source code is publicly accessible under the MIT license to extend the
existing research on adversarial machine learning. This software is easy
to use and has been implemented in Python, extensively used in ML and
DL-based projects.

The presented software is not just a tool but a practical solution that
helps researchers and system administrators understand the impact of
adversarial attacks on IDS. Our software demonstrates two techniques,
i.e., FGSM and ZOO, to generate adversarial attacks. It also uses two
defense mechanisms, i.e., the MAB technique, to optimally choose
the most suitable-fit classifier with Thomson sampling to balance and
enhance attack detection. The exploratory analysis of three public
benchmark datasets demonstrates that IDS-Anta can prevent and effi-
ciently identify adversarial attacks. Hence, researchers can significantly
benefit from utilizing the IDS-Anta software to develop proficiency
in state-of-the-art approaches to enhance their IDS against adversarial
attacks.

IDS-Anta has significantly supported our research on adversarial
attacks and mitigating cyber threats using different approaches. This
software has been utilized in cases that contribute to extending the
study of adversarial machine learning, specifically in generating and
developing defense mechanisms to protect against adversarial attacks
on IDS. Two published research papers, which were supported in this
approach, include:

1. Research to create a cybersecurity dataset, extensive feature
engineering for data processing, and propose a framework us-
ing deep learning-based techniques to detect attacks, published
in [8].

2. Research to develop adversarial attacks using different tech-
niques and propose an optimized model with a defense mech-
anism to analyze the performance of IDS against adversarial
attacks was published in [11].

This tool made a comparable contribution to the existing studies [12,
14,25]. These studies presented a defense mechanism for IDS against
adversarial attacks. The defense mechanism of the presented model’s
flexibility facilitates the possibility for researchers to explore other
domains, but it is not limited to image security and monitoring systems.

4. Conclusions and future work

The severity and complexity of cyber-attacks are increasing. It is
crucial to identify different types of intrusions and understand their
techniques. The IDS-Anta software collection offers a user-friendly
model to protect against adversarial attacks. Because of its straight-
forward implementation and concise explanation, cybersecurity re-
searchers can utilize this code against adversarial samples in IDS.

Different prospective research and development possibilities arise
based on this study’s insights and can be extended and enhanced in

three primary research areas. First, prospective studies can analyze the
influence of materializing adversarial attack methods with different
types of datasets on IDS. Second, further research should undertake
comprehensive studies into black-box attacks to address the constraints
associated with normal attack scenarios. Third, by integrating the
heuristic and signature-based approaches, one can thoroughly examine
potential threats and minimize the occurrence of false alarms.
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