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Abstract

Distributed ledger technologies (DLTs) are considered one of the foremost emerg-
ing technologies which can contribute to transform cities to smarter cities. DLT
play important role in municipalities to accelerate the digitalization process toward
changing the roles and services of enterprises in sustainable smart cities. Standardi-
zation of DLTs aids to reduce data and digital assets silos while decreasing vendor
lock-in across distributed applications enabling a digital urban ecosystem that sup-
ports migration capabilities making it possible for cities to seamlessly achieve inter-
operability among DLTs and centralized digital platforms, although a few standards
such as IEEE 2418, IEEE P2418.5, and ISO/TC 307 have been developed. The
alignment and integration mechanisms required to support standardization of DLT
for interoperable services in smart cities is lacking. Therefore, this study presents an
understanding on current and open issues on standardization of DLTs in sustainable
smart cities with a specific focus on data integration and alignment efforts related to
interoperable DLTs. A framework is developed to promote standardization of DLTs
to support integration and alignment for interoperability in smart cities. Design sci-
ence research methodology was adopted based on three use case scenarios which
illustrates how IOTA tangle is employs as a DLT for secured standardized commu-
nication between physical sensors, devices, and digital platforms in smart city envi-
ronment. Findings from this article provide exploratory evidence demonstrating the
potential uses of IOTA tangle through the developed framework applied for decen-
tralized and centralized digital services. Based on this evidence, this study provides
interface integration and alignment strategies to better exploit distributed applica-
tions full potential by improving DLT standardization in urban environment.
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Introduction

The use of emerging technologies has been heavily impacting economies,
organizations, and modern societies over the years (Hofmann et al., 2017). As
an emerging technological field, distributed ledger technologies (DLTs) such as
blockchain, Hashgraph, Directed Acyclic Graph (DAG), Holochain, and Tempo
(Radix) have emerged as a potentially disruptive digital innovation which enables
new business opportunities (Anthony Jnr, 2021a). Presently, there are more than
two dozen variants of DLT platforms implemented in different phases of evolu-
tion (Narang, 2020), and one of the main challenges faced by DLTs is the lack
of standardization (Konig et al., 2020; Zeuch et al., 2019), and achieving inter-
operability by enabling different distributed networks to integrate among each
other (Belchior et al., 2022). Such standards for DLT can support coordination
between different DLT platforms as well as between external digital platforms
(Tang, 2021). Although considerable progress on interoperability of DLT has
been made, legacy systems, public blockchains, and private blockchains cannot
seamlessly communicate among each other. Likewise, current solutions are not
standardized and do not support the possibility to seamlessly transmit data and
value (Belchior et al., 2022; Hyland-Wood & Khatchadourian, 2018).
Accordingly, the overall deployment of DLTs in cities is still not widely
accepted due to several issues such as the lack of interoperability and standards
which influence the further adoption of DLT in urban environment. Also, there
are no one size fits all standards that cater for mass integration of DLTs which
is needed for the continuity and sustained survival of the entire DLT ecosystem
(Anthony Jnr, 2022; Konig et al., 2020), although interoperability of DLTs has
been established with some DLTs such as Interledger, Polkadot Overledger, or
Cosmos. Their acceptance in terms of a distributed platform ecosystem is not
well achieved. Cristea and Stiller (2020) stated that according to IBM, 83% of
establishments believe that the existence of a governance standard will enable
different types of DLT networks to connect and collaborate allowing potential
cities to widely join the DLT ecosystem (Cristea & Stiller, 2020). To this end,
several industrial alliances and standardization organizations are now working
collaboratively to develop an international DLT standard (Konig et al., 2020). But
presently, there is limited consensus on the potential for DLT standards linked to
technical requirements (e.g., size of data, format in which data is stored, commu-
nications protocols to be employed) (Deshpande et al., 2017), although standardi-
zation as related the terminologies used by practitioners could be a challenging
process, as several corporations develop different DLT systems, protocols, and
services with their own definitions and implementations (Deshpande et al., 2017).
Standardization processes typically take years from inception until publishing
(Belchior et al., 2022). But since 2016, standardization organizations for exam-
ple Telecommunication Standardization Sector of the International Telecom-
munications Union (ITU-T) and International Organization for Standardization
(ISO) have accelerated the advancement of DLT standardization. Over the years,
a series of standardization projects have been authorized and some standards have
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been published. However, the standardization of DLT is not mature enough as
there is still a long way to go for achieving an efficient standard system to reach
consensus (Li, 2020; Tang, 2021). Therefore, DLT standardization and interoper-
ability are of the most important toward widespread deployment of distributed
applications in smart cities. A universal standardized approach based on inter-
operability by framework is required (Zeuch et al., 2019), to offer a generic
approach to foster DLT standardization for interoperability of DLTs. Hence, it is
important to investigate the existing DLT standard projects and roadmap for actu-
alizing an aligned DLT standard platform (Tang, 2021). Thus, this study aims to
address the following research questions:

e What are the current DLT standards in progress or already developed to support-
ing DLT interoperability in sustainable smart cities?

e How to promote standardization of DLTs toward promoting DLT interoperability
in sustainable smart cities?

e What are the open issues of DLT standardization and possible recommendations
to facilitate DLT standardization in sustainable smart cities?

Accordingly, the objective of this article is to draw on the academic literature to
identify the current state of the art on DLT standardization toward interoperability,
and then present the developed framework to support standardization for interoper-
able DLTs deployment in urban context. As pointed out by Romano and Schmid
(2021) a reference model for DLT is needed in order to offer a comprehensive and
integrated view of the role and function of the various tools and concepts offered by
DLT. Findings from this study attempt to address this gap by providing roadmap on
DLT standardization for researchers and practitioners. The remainder of the paper
is written as the “Literature Review” section presents the literature review and the
“Method” section introduces the developed DLT standardization framework. The
“Design Artefact (DLT Standardization Framework)” section presents the method.
In the “Findings” section, findings are presented, and the “Discussion and Implica-
tions” section is the discussion and implications. Finally, the “Conclusion” section is
dedicated to presenting the conclusions.

Literature Review
Overview of DLTs in Sustainable Smart Cities

DLT is one of the emerging technologies that has stimulated novel business models
(Li, 2020). DLT is essentially a digital system that aids in recording data or trans-
actions of assets and stores these data in multiple places simultaneously (Geroni,
2020). It enables the recording of data in multiple nodes (systems) in an asyn-
chronous manner while aiding multiple parties to access the data (Gourisetti et al.,
2021). DLT comprises of immutable distributed digital records or ledgers which
allows digital transaction of service, product, data, or payment to be carried out,
transferred, shared, and stored on a dedicated public or private network without
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having a dominant authority to maintain integrity, security, and trust. The authenti-
cation and validation of all transactions are deployed between nodes within the DLT
network achieved based on a consensus mechanism such as proof of work (PoW)
and proof of stake (PoS) (Cali et al., 2019). The main type of DLT adopted in smart
cities comprises of Blockchain, Hashgraph, DAG, Holochain, and Tempo (Radix)
(Geroni, 2020) as seen in Fig. 1.

Blockchain

Blockchain is presently the most popular DLT adopted in sustainable smart cities. In
blockchain data transaction of records are stored within the ledger in the structure of
a chain of blocks, like a long list of data records. The data stored within the blocks
typically comprises of the date, time, and specifications of a transaction (Anthony Jnr
& Abbas Petersen, 2021). Additionally, the blocks in blockchain also comprise of the
sender’s information with a unique digital signature to maintain anonymity. The blocks
within a blockchain include a special ID characterized as the “hash” that synchronizes
and differentiates transactions. The hash function offers reliable support to differentiate
all the transaction blocks within the distributed ledger (Geroni, 2020). In blockchain
once a new transaction takes place the existing node within the network authenticates
it. After authentication, the transaction is assigned a unique hash ID along with the new
transaction hash ID which is stored in the distributed ledger. Also, once new data trans-
action is added to the ledger, it cannot be altered or removed (Ezzi et al., 2022).

Hashgraph
Hashgraph is another prominent type of DLT which allows the storage of multi-

ple data transactions within the ledger with the same timestamp (Geroni, 2020). A
record or transaction within the ledger in a Hashgraph is referred to as an “Event”

Directed Acyclic Graph

The blockchain is a type of DLT where transaction
records are saved in the ledger as a chain of block or
as a long list of records.

transactions are saved in a parallel structure. Here
every record on the ledger is known as an event.

J Tempo

’[\r{ Blockchain ': )

In Directed Acyclic Graph (DAG) every transaction
gets saved on the ledger in topological order. It
employs a sequence where every transaction is
directazed from the earlier one to the next one in the
sequence.

7 N
Hashgraph
In Hashgraph there can be several transactions saved Holochain
N~ onthe ledger on the same timestamp. All Holochain is a different kind of DLT that moves from

the data-centric structure to agent-centric structure.

Tempo (Radix) is a different type of DLT where the
transactions are included within the ledger in order of
the event instead than timestamps.

Fig. 1 Types of DLTs applicable in sustainable smart cities. Each of the types of DLTs applicable in sus-
tainable smart cities are discussed below
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and entails the storage of data transactions in a parallel configuration. A Hashgraph-
based DLT platform guarantees that no nodes within the network can change the
information or transactions. In a Hashgraph, all node users within the network
would reach an agreement on the procedure of the data transaction and list the pro-
cess appropriately. Hashgraphs employ the Gossip consensus protocol to relay infor-
mation about a transaction regarding a transaction. It occurs through a virtual voting
method in which when two-thirds of the network nodes authenticate a transaction, it
becomes legitimate after being validated by every node. Thus, in Hashgraphs, once
a transaction occurs, the neighboring node user share that information with other
nodes, and later, all the nodes would know about the data transaction. Therefore,
Hashgraphs are suitable for institutions that have high-speed data transaction use
cases (Geroni, 2020).

Holochain

Holochain is one of the most innovative DLTs that provides developers with new
methods for the development of decentralized apps. Holochain limits global con-
sensus mechanisms by offering all agents their own forking system. Thus, in Holo-
chain structure, every node within the network has their own ledger that they main-
tain. Holochain offer a promising alternative for institutional use cases that demand
higher integrity and system scalability. Holochain do not employ global consensus
protocol but uses a network of individual modules for development of the complete
distributed ledger system (Geroni, 2020). The entire Holochain network manages a
group of rules termed the DNA to confirm each individual ledger.

Tempo (Radix)

Tempo (Radix) is one of the new DLT variants that gives the benefit of timestamp
alongside other DLT functionalities. One of the main focuses of Tempo is that there
is no need for any alteration to adopt Tempo for private and public modules. Addi-
tionally, when Tempo is used, there is no need for prominent additions in terms of
hardware modules for the development of decentralized applications, tokens, or
coins (Geroni, 2020). Tempo constitutes modules known as shards which have their
own distinctive identification code distributed within the nodes. Thus, Tempo does
not inconvenience nodes with the whole global distributed ledger but synchronizes
using the gossip protocol thus providing a prospect for scalability. To validate a data
transaction, nodes employ the sequence of a transaction instead of the timestamp
(Geroni, 2020; Narang, 2020).

Directed Acyclic Graph

The Directed Acyclic Graph (DAG) is a DLT with a different structure that can sup-
port nano or micro transactions and offer better improvement in scalability with the
expansion of the distributed network. Furthermore, DAG differs from other DLT
based on its employed consensus mechanism. In DAG every node within the net-
work provides a proof of transactions on the ledger and could initiate transactions.
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But nodes must validate at least two of the earlier transactions on the distributed
ledger to verify their transaction. Thus, transactions with longer branches of ear-
lier confirmed transactions are more likely to be deemed valid. Hence, in DAG, a
sequence of transaction is known as a “branch,” and the longer the branch the more
valid all the data transactions become. Overall, DAG is suitable for institutions that
need to process massive volumes of transactions. DAG use quantum computing
proof via a signature scheme. This distinguishes it from other DLTs (Geroni, 2020).
An example of DAG is IOTA tangle.

Each of the five DLTs discussed has unique feature which makes it applicable for
smart cities. For example, blockchain is particularly dominantly adopted because of
its immutability. Tempo provides the benefit of modularity. Hashgraphs offer cred-
ible instruments for promoting transparency of transactions. Holochains employ
agent-based distributed ledgers which enables nodes to work as independent units.
Lastly, DAG is mostly useful use cases for its ability to ensure near-infinite quan-
tum resistance and scalability (Geroni, 2020). Accordingly, DAG as IOTA tangle is
employed in this study to promote a standardized interoperable DLT deployment in
smart cities (see the “Findings” section).

Background of DLT Interoperability in Sustainable Smart Cities

Data is everywhere in the society and the management and governance of data is
crucial to the success of urban applications and operations. DLT is an effective tool
that can help to facilitate, increase effectiveness, and accelerate digital platforms
involving data exchange and storage across multiple domains. DLT offers a clear
advantage to data exchange and management as compared to legacy database man-
agement system (Narang, 2020). The ability of DLT to offer security and access
management and a secure data storage mechanism makes it a useful tool in a mul-
titude of smart city scenarios. One of the challenges faced in smart cities depends
on facilitating coordination, communication, and cooperation among different pro-
cesses and units.

Thus, interoperability of DLTs has been as issue faced in smart cities. Interoper-
ability refers to the capability of two or more software components to work together
despite differences in interface, language, and execution platform (Wegner, 1996).
The literature defines interoperability among urban platforms as a measure of the
ability to perform integration between objects (processes, software, systems, city
units) (Anthony Jnr, 2021b). Interoperability also refers to the reliance between dis-
tinct distributed ledgers and digital platforms to aid the transfer or exchange of data
or value, with guarantees of validity. A technical report published by the national
institute of standards and technology defined interoperability of DLT as a composi-
tion of different DLT systems, each with a unique identification that enables atomic
transaction execution across multiple heterogeneous DLT systems. In so doing facil-
itates data recorded in one DLT to be referable, verifiable, and reachable by another
digital platform in a compatible manner (Belchior et al., 2022). The interoperabil-
ity landscape of DLT-to-DLT solutions remains immature for urban use. Most DLT
solutions such as Bitcoin, Ethereum, and IOTA employ different protocols and do
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not seamlessly speak to each other. Some DLT platforms attempts to resolve this
issue by deploying sidechains and alternative techniques such as atomic swaps.

Significance of DLT Standardization in Sustainable Smart Cities

According to Gray (2021), one of the early critiques of DLT, besides to not scaling
well, is the lack of standards. Standardization in the world of ICT is not new. With-
out standardized processes and procedures, global communication would not be
viable. A standard is defined as an established way of executing something. It could
be about managing a process, designing a product, providing a service, or providing
materials. Standards can comprise of a huge range of activities deployed by organi-
zations and utilized by their clients (Deshpande et al., 2017). Standards could play
a significant role in ensuring interoperability between multiple DLT implementa-
tions and thus decreasing the risk of fragmented ecosystem. Standards play a central
role for international technology systems and industrial societies (Narang, 2020).
Standardization of DLT is an essential step toward a common concept, interoper-
ability, auditing, scaling, and possible further regulation of DLTs. The complete lack
of standardization is seen as a barrier to the adoption of DLTs in smart cities (Konig
et al., 2020). IT practitioners believe that DLT standardization will lessen transac-
tion costs, improve the process of technology implementation, decrease regulatory
risks, foster interoperability of systems, enhance the quality of interaction between
stakeholders, and accelerate the attractiveness of securing assets within DLT plat-
forms (Konig et al., 2020).

Employing standards to DLT establishes a stronger consensus on consistent
vocabulary and terminology that could improve understanding of DLT. Establish-
ing standards helps to create trust toward DLT adoption in smart cities (Deshpande
et al., 2017). Particularly organizations such as the Institute of Electrical and Elec-
tronics Engineers (IEEE) are well known for offering technical standardization
(Konig et al., 2020). The International Standards Organization (ISO) is concerned
with standards and is dedicated to advancing technological advancement, whereas
IEEE focuses more on standards for specific applications and engineering such as
digital applications in IoT, autonomous driving, and power engineering. IEEE is
also actively pursuing developments that uses blockchain to optimize business pro-
cess. The International Telecommunication Union (ITU) is dedicated to developing
interoperable DLT standards. The World Wide Web Consortium (W3C) blockchain
community group released a standard for distributed ledger protocol and format (Li,
2020). Researchers such as Narang (2020) stated that protocols or parts of protocols
may be employed for adoption as formal standards.

For instance, ERC-20 is an example of a community standard for token
deployment in the Ethereum network and utilized in hardware wallets, decen-
tralized applications, and exported to other digital platforms such as the EOS-
21 teleport communications protocol (Narang, 2020). Hence, standardization of
DLT can help address interoperability of DLTs and legacy systems. Standard
help the industries to evolve in the right direction as the technology becomes
much matured (Cali et al., 2019), and it typically takes about 2—3 years for a new
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standard to be fully established. Standards enable the diffusion of innovations
development and follow-up of innovations (Narang, 2020). Standards could help
in having a taxonomy about the actual meaning of different terms. This will
ensure that different technologies are speaking the same language. Standards
can also help manage risks associated with liability, identity, and compliance
from a cross-sector perspective (Deshpande et al., 2017). Thus, standardization
of DLTs promotes interoperability between DLTs fostering synergies between
different digital platforms, scaling up existing applications, and creating novel
urban use cases. For instance, an urban developers should be able to transfer
digital assets from one DLT to another or build cross-decentralized applications
(DApps). In particular, standardization of DLTs promotes DLT scalability, as it
offers a way to offload transactions to other DLTs such as blockchains, e.g., via
sharding, it can create improve privacy and create new business opportunities
(Belchior et al., 2022).

The existence of standards can facilitate cross-platform interoperability
between different DLTs to seamlessly exchange their information and assets.
Using standards DLTs can reuse components and use common interfaces mak-
ing it easier for developers. Standards can help to clarify the decentralization
scalability, and security features of each DLT platform while facilitating imple-
menters to select the most appropriate DLT platform for their city (Narang,
2020). To date, there are widely no accepted interoperability standards which
has resulted to silos of DLT platform. As mentioned in the literature (Blind &
Gauch, 2009; Gauch, 2006; Hofmann et al., 2017), there are four categories
of standards which comprises of semantic standards, measurement and testing
standards, interface standards and compatibility standards and quality stand-
ards and variety-reducing standards. Regarding the software product life cycle
Sherif (1999) specified three types of standards which comprises of anticipa-
tory standards, participatory standards, and responsive standards. Anticipatory
standards are standards which must be made before the widespread acceptance
of a particular service or device.

Participatory standards advance within the deployment by testing the speci-
fications before adopting any IT system and lastly responsive standards occur
to codify a service or product that has been traded with some success. Irrespec-
tive of the benefits of standards, they can also introduce risks such as increas-
ing costs of competitors, monopoly power, and decrease choice on markets
regulatory capture (Hofmann et al., 2017). Presently, most DLTs are developed
as standalone systems. Standardization toward interoperability between DLT
platforms will prevent cities from being locked to one chosen DLT (Hyland-
Wood & Khatchadourian, 2018). Furthermore, it supports the extensibility of
this technologies. Standardization and interoperability help for integrating dif-
ferent DLTs such as Ethereum, Bitcoin, Ripple, Hyperledger Fabric, and Corda
(Zeuch et al., 2019). Standards could play an essential role in ensuring interop-
erability across multiple DLT reducing the risk of a fragmented data ecosystem
(Deshpande et al., 2017).
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History and Current Approaches of DLT Standardization

During 2013 to 2016, DLTs such as Hyperledger and Ethereum developed rapidly,
and the deployment of smart contract and other digital technologies promoted the
applications of DLT such as blockchain in diverse domain. Related standardization
associations began to discuss themes related to blockchain standards. Hence, the
standardization of blockchain was first initiated by organizations in late 2016 (Tang,
2021). But researchers such as Cali et al. (2019) mentioned that blockchain stand-
ards emerged in late 2017. Ever since several standards organizations have stepped
up their efforts to develop a set of standards for the adoption of DLT/blockchain
across industries (Cali et al., 2019). Organizations such as ISO instituted a new tech-
nical committee known as ISO/TC 307 in September 2016 aimed at improving the
standardization of blockchain and DLT. ITU-T was another organization that started
its first blockchain specification project in 2017. Both ITU-T and ISO gradually pro-
moted the advancement of a series of blockchain standards. Moreover, IEEE Stand-
ards Association (IEEE SA) also started the blockchain standardization work amidst
2018 (Tang, 2021). W3C organized its first seminar on blockchain in June 2016
where issues related to the standardization of blockchain was discussed. In August
2016, an expert group of ISO/IEC JTC 1 (Joint technical committee for information
technology) suggested to set up a new blockchain sub-committee in ISO/IEC JTC 1
(Tang, 2021).

ISO’s TC 307 technical committee is another standard that attempts to define a
reference architecture toward the formal vocabulary, taxonomy, and ontology for
blockchain (Hyland-Wood & Khatchadourian, 2018). Apparently, standardization of
DLT should include efforts directed to assist with interoperability between DLTSs
implementations and between DLTs and established urban information systems
(Hyland-Wood & Khatchadourian, 2018). Many DLTs deploy specific Application
Programming Interfaces (APIs) that allow external digital applications such as cryp-
tocurrency exchanges and cryptographic wallets to communicate with blockchain
nodes. As pointed out by Hyland-Wood and Khatchadourian (2018), one might be
persuaded to suppose that standardization of API could be productive areas for DLT
standards development. However, such blockchain-specific APIs are unlikely to be
generalize across other DLTs which have different technical implementations speci-
fication. Additionally, it may be feasible to develop general protocols to characterize
high-level functionality such as cryptocurrency exchange or transfer, data migration,
cross-chain smart contract operations, and data copying. Also, generalized protocols
(such as Hypertext Transfer Protocol (HTTP) or the Transmission Control Protocol/
Internet Protocol (TCP/IP)) can be employed as they are more likely to be standard-
ized as compared to APIs (Hyland-Wood & Khatchadourian, 2018).

Exiting Standards for DLT Implementation in Sustainable Smart Cities
To improve interoperability of DLTs, major international groups have established

formal activities to address standardization of DLT such as blockchains. Existing
Standards Development Organizations (SDO) toward DLT standards comprises of
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IEEE and ISO/TC 307 as seen in Fig. 2. Most of the well-known standards such
as IEEE and ISO/TC 307 employs a process for development and deployment of
the standards which comprises of preliminary, proposal, preparatory, committee,
enquiry, approval, and publication phase.

Figure 2 depicts the main standards employed to improve DLT interoperability in
smart cities. Each of which are discussed in detail below.

IEEE 2418

IEEE is a non-profit professional enterprise that develops standards. IEEE cov-
ers a several standards that encompasses several facets of electrical and comput-
ing domains. Like other standards, the IEEE employs a numbering convention for
their standardization. As related to DLTs and blockchain, the IEEE 2418 is pro-
posed (Gray, 2021). The IEEE 2418 standard relates to the establishment of an
open blockchain energy framework. Within the IEEE 2418, a reference architecture
model has been developed by IEEE (IEEE 2418, 2022), as a layered model com-
prises of the devices layer which comprises of communications network and peer-
to-peer network. Next is the platform layer which comprises of DLT technologies
such as Bitcoin, Ethereum, and IOTA tangle. At the higher levels of the architecture
is the processes, services, and data models. The top layer comprises of a distributed
application (DApp), which uses one of more processes, services, and data models
to interact with deployed DLT platform (Gray, 2021). Another IEEE standard is the

I1SO/TC 307 Standards for

W3C Standard for DLTs

ITU Standard for DLTs

IEEE Standards for DLTs

DLTs

1. Generate message format
standards for Blockchain

2. Guidelines for the use of
stocks including seeds, public
and private Blockchain, side
chains and CDNs

3. Research and evaluate new
technologies and new uses,
such as inter-bank
communications

@ Springer

1. Security architecture for DLT

2. Security capabilities and
threats of DLT

3. Privacy and security
considerations for using DLT
data in identity management
4. Security assurance for DLT

5. Security threats and
requirements for digital
payment services based on DLT

6. Security services based on
DLT

7. Security threats to online
voting using DLT

1. C17-012 Supply chain
technology and implementation
2. P2418 Standard for the
Framework of Blockchain Use in
loT

3. P825 Guide for
Interoperability of Transmissive
Energy Systems based on
Electric Power Infrastructure
4.P2418.2 Standard Data
Format for Blockchain Systems
5. P2418.3 Standard for the
Framework of DLT Use in
Agriculture

6. P2418.4 Standard for the
Framework of DLT Use in
Connected and Autonomous
Vehicles (CAVs)

1. ISO/DTR-Use cases
2.1SO/WD TR- Identifiers of
subjects and objects for the
design of blockchain systems
3.1SO/WD TR 6277-Data flow
model for blockchain and DLT
use cases

4. 1ISO/AWI 7603-Decentralized
Identity standard for the
identification of subjects and
objects

5. 1SO/CD 22739-Vocabulary

6. ISO/PRF TR 23249-Overview
of existing DLT systems for
identity management

7.1S0 23257-Reference
architecture

8. 1SO/WD TS 23259-Legally
binding smart contracts

9. ISO/AWI TS 23516-
Interoperability Framework

10. ISO/TS 23635-Guidelines for
governance

11. 1SO/WD TR 23642-Overview
of smart contract security good
practice and issues

12.1SO/DTR 23644-Overview of
trust anchors for DLT-based
identity management (TADIM)

Fig.2 Main standards employed for improving DLT interoperability in smart cities
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IEEE Standards Association (IEEE-SA), which is a globally known standards that
has been keenly engage in blockchain standardization by launching different activi-
ties in multiple industrial sectors (Li, 2020). IEEE has initiated the several other
blockchain projects as seen in Fig. 2. IEEE also have an ongoing project related to
blockchains known as the standard for the framework of blockchain use in Internet
of Things (IoT) (Gramoli & Staples, 2018). Furthermore, the IEEE future directions
committee has endorsed the creation of the IEEE Blockchain initiative (BCI) effec-
tive from January 1, 2018, to be the focal point for all IEEE blockchain activities
and projects (Bhowmik et al., 2019).

IEEE P2418.5

In 2018, the IEEE introduced the first global blockchain in energy standard work-
ing group termed as the “IEEE P2418.5.” The IEEE P2418.5 blockchain in energy
standards offers a common, open, and interoperable reference model for blockchain
within the energy sector. It also included three areas that serve as a reference for
blockchain use cases in and renewable energy, oil and gas, and electrical power
industries and their related services. Overall, it aimed to create standards based on
the reference architecture for interoperability, provide terminology, and offer system
interfaces for blockchain applications within energy sector by developing a technol-
ogy agnostic and open protocol layered framework. Lastly, IEEE P2418.5 help eval-
uate and provide guidelines on interoperability, performance, security, and scalabil-
ity through assessment of smart contracts, consensus algorithm, and different types
of blockchain deployment for energy sector (Cali et al., 2019).

I1SO/TC 307

ISO is the most known independent, non-governmental global organization for devel-
oping international standards (Cristea & Stiller, 2020). One of the standards proposed
by ISO is the ISO/TC 307 blockchain and DLT standard (ISO/TC 307, 2022). The
ISO technical committee 307 (TC307) whose secretariat is led by Standards Australia
(SA) developed standards for DLT which comprises of 3 published standards with an
additional 11 ISO-related DLT standards which are under development as reported in
the technical report (Gramoli & Staples, 2018; Bhowmik et al., 2019; Li, 2020; ISO/
TC 307, 2022) (see Fig. 2). The technical committee on ISO/TC 307 comprises of 46
active members and 14 observing members as of April 2021, and has further formed
various advisory groups, study groups, and working groups to promote blockchain
standardization in interoperability, security, use cases, ontology, privacy, smart con-
tract, and other directions (Bhowmik et al., 2019; Tang, 2021).

Another standard related to DLT is the ISO 22739:2020 for blockchain and DLT
Vocabulary. ISO/TR 23244:2020 for blockchain and DLT Privacy and person-
ally identifiable data protection considerations (Gray, 2021). ISO/TR 23455:2019
for blockchain and DLT for overview of and interactions among smart contracts in
blockchain and DLT platforms (Gray, 2021; Konig et al., 2020). Besides the ISO/
TC 307 there are also other technical committees working on developing blockchain
standards, for example the ISO/TC 68 which comprises of a technical committee for
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financial services, ISO/TCv46 which involves a technical committee for information
and documentation, and ISO/IEC JTC 1 which is a technical committee for informa-
tion technology (Tang, 2021). The technical committee for ISO/TC 307 held their
first and second plenary meetings in April and November 2017 individually. In the
two plenary meetings, different groups (WG1, SG2, WG2, SG5, SG6, and SG7), as
seen in Fig. 3, were formed toward standardization of DLTs.

Figure 3 depicts the working groups committed to promote blockchain and DLT
development. Working groups such as the SG6 in future aims to produce a governance
guide research report for blockchain and DLT to explicate the relationship between the
strategic deployment of blockchain (including market, business goals, benefits) and
blockchain users and stakeholders, and propose a reference model for system lifecycle
consensus and management. SG7 under TC 307 focus to conduct more research on
inter-system and inter-chain interoperability solutions, thereby providing a standard-
ized framework for enabling interaction between different digital technologies while
managing and reducing the business and technical complexities faced within and
across different sectors which adopts DLTs (Li, 2020). This is prompted as many cit-
ies adopt DLTs such as blockchain based solutions to support administrative process.
This significantly necessitates the need for integration and interaction between DLT
platforms and other external solutions (Anthony Jnr, 2021a).

Ww3cC

The W3C is also a non-profit international community which comprises of 429
members which works collaboratively toward contributing to develop Web technolo-
gies and standards (Anjum et al., 2017). In 2016, W3C (https://www.w3.org) began
a Blockchain Community Group (BCG) aimed at promoting blockchain develop-
ment (Cristea & Stiller, 2020; W3C Mission, 2021). W3C have initiated a block-
chain community group to generate message format standards for blockchain based
grounded on 1S0200223 (Gramoli & Staples, 2018). W3C goal as related to block-
chain comprises of generating message format standards for blockchain, providing

WG1 (Foundation Working Group)

SG2 (Use Cases Working Group)

WG2 (Security, Privacy and Identity Working Group)

SG5 (Smart Contract Working Group)

SG6 (Governance of Blockchain and DLT Systems Working Group)

SG7 (Interoperability of Blockchain and DLT Systems Working Group)

« Jl - _Jl_Jl—_J| —_J| _J

MNARERER AR

Fig. 3 ISO working groups for blockchain and DLT development
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guidelines for the usage of stocks including side chains, public seeds, private block-
chain, and research and evaluating innovative technologies and novel uses, such
as inter-bank communications (Li, 2020; W3C Mission, 2021). W3C provide sup-
port message format standards for blockchain based on ISO20022 and suggestions
on how to use storage including torrent, side chain, and content delivery network
(CDN) (Cristea & Stiller, 2020).

ITU-T

ITU is an organization of United Nations focused on areas related to telecommu-
nications, Information and Communication Technologies (ICTs). It has a perma-
nent Telecommunication Standardization Sector (ITU-T) that manages operating,
technical, and tariff issues and issue related to recommendations clearly on global
standardizing telecommunications (Cristea & Stiller, 2020). The ITU-T organiza-
tion manages standards established a focus group for DLT in terms of architecture,
use cases, terminology, security, evaluation, regulation, etc. In compliance with their
charter, the group considers the ongoing activities of ITU, as well as other standardi-
zation organizations, groups, and forums in order to develop a standardized path for
interoperable DLT services (Konig et al., 2020; Li, 2020; ITU, 2022).

One of the divisions of the telecommunication standardization sector has created
a focus group on DLT application and services was founded in May 2017 and it
is overseen by Switzerland to provide guidance and best practices to support the
implementation of digital applications and services on an international scale and
to recommend a way forward for related standardization work in the ITU-T study
groups (Gramoli & Staples, 2018). ITU-T also set up specialized research groups in
SG16 which is study group on multimedia, SG 17 which is study group on linked
to security. SG 13 is linked to study group on future networks and cloud and SG
20 on study group on IoT, smart cities, and communities and have also begun the
standardization work linked to blockchain (Tang, 2021). Thus, the focus group on
DLT also develops a standardization roadmap for interoperable DLT-based solutions
(Bhowmik et al., 2019). The ITU-T standardization focus group on application of
DLT comprises of seven documents aimed to improve as seen in Table 1.

The Internet Research Task Force (IRTF)

The Internet Research Task Force (IRTF) is another standard that focuses on long
term research related to platform architecture and technology of internet protocols.
The work of IRTF is linked to the contribution of 14 research groups (Cristea &
Stiller, 2020). One of this groups is invested in the Decentralized Internet Infra-
structure (DINRG) and has been introduced in September 2017. Since its inception,
this forum had several meetings from 2018 to 2020. During these reunions, there
were numerous discussions around DLTs starting with research on blockchain as an
auditable communication means effectively deployed with Ethereum, Bitcoin, or
Hyperledger Fabric, continuing with exploring how DLT can be deployed to IoT
and analyzing various use cases such as Chainspace which is a scalable smart con-
tracts platform, Coconut which is a structure for selective disclosure credentials
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or Interplanetary File System (IPFS) as Platform for Decentralized Applications.
Besides, in April 2020, a new strategy has been established such as blockchain
governance initiative network which was initiated on March 10, 2020, as a global
network of academia, regulators, engineers, and industry representatives as well as
expert groups and internet pioneers whose main scope was to explore issues and
collaborate to facilitate sustainable extension within the blockchain community and
contribute to blockchain and DLT standardization (Cristea & Stiller, 2020).

ANSI Accredited Standards Committee X9

In 2018, ASC X9 study group published a final version of a report on distributed
ledger and blockchain. In their study, they collaborated with experts from different
fields and evaluated what types of standardization effort would be both required and
useful especially for the financial domain and other industries, toward promoting
DLT adoption, although the study mainly focuses on permissioned blockchains, as
it is considered necessary for conformity with current regulations for the market.
Likewise, majority of the report focuses on security issues and needs of blockchains,
particularly for finance. The report further provided recommendations for develop-
ers and industry to assess if there are existing non-blockchain standards that relates
to the same area using incremental developments for blockchain specific implemen-
tations and standardization. A high-level reference architecture was included in the
study to offer better understanding of the main components of blockchain systems to
describe how a DLT system works. The ANSI report provides a considerable over-
view of potential and required standardization directions that can be of value for
bodies of standardization and organizations. However, the report technically com-
prises of a list of recommendations for possible standardization; there is less value
for end users and companies (Konig et al., 2020).

Associated Standards Developed

In this sub-section, several standards proposed in different geographical locations
are discussed.

European Committee for Standardization (CEN) and European Committee for Elec-
trotechnical Standardization (CENELEC) For over 60 years, CEN and CENELEC
have contributed to the European standardization (Cristea & Stiller, 2020). Thus,
over the years, CEN and CENELEC have been facilitating Europe’s digital trans-
formation, creating European Standards and ICT standardization solutions in
different sectors such as health, machinery, manufacturing, energy, and trans-
port (Bhowmik et al., 2019). The CENELEC and CEN aim to promote the Euro-
pean economy and sees themselves as business catalysts by establishing common
standards that guarantees safety and quality (Gramoli & Staples, 2018). CEN and
CENELEC began a new focus group on DLT and blockchain aimed to identify pos-
sible specific European standardization requirements, particularly in support of the
current standardization process being developed in ISO/TC 307 (as discussed in the
“IEEE P2418.5” section).
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In their report “Recommendations for Successful Adoption in Europe for Emerg-
ing Technical Standards on Distributed Ledger/Blockchain Technologies,” they
identify specific European needs in the field of DLT and blockchain standardization.
Some domains of DLT which are uncertain (such as signature management and digi-
tal identity) are well described with a set of recommendations toward standardiza-
tion aim to strengthen their efforts in building a standard fit for the European Union.
Moreover, a broad overview of well-defined use cases based on different fields was
provided which could prove to be valuable in providing direction for standardization
bodies, although the document is seen to be more aligned to Europe and could hence
be of lesser importance for other regions of the world (Konig et al., 2020).

The National Institute of Standards and Technology (NIST) NIST provides a meas-
urement standards laboratory and a non-regulatory organization of the United
State (US) Department of Commerce with a goal to promote industrial competi-
tiveness and innovation. At the beginning of 2018, NIST stated that it will col-
laborate with ISO in order to develop blockchain standards. This declaration took
place during a dialog with the Congressional Blockchain Caucus, which is explor-
ing medium on how blockchain technology can enhance U.S. government services
(Gramoli & Staples, 2018). During 2018 NIST published the report “NISTIR
8202-Blockchain Technology Overview” which presents a compilation of discus-
sion about blockchain technology. It comprises of basic functionalities and ele-
ments of a blockchain system.

It also provided a high-level technology overview of blockchain and included
common misunderstandings and limitations of the technology, as well as concerns
linked to cybersecurity and the common applicability of blockchains for corpo-
rations. Thus, the report served as an entry point for blockchains and DLT as it
describes the models and structure, consensus mechanisms and well-known exam-
ples of several blockchain specific problems as well as a few technical guidelines. In
addition, the glossary part of the document offers a concise overview of the block-
chain terminology. But individual use cases are not incorporated within the report.
But the document is great for providing a significant overview of what blockchains
are (Konig et al., 2020).

The European Union Agency for Cybersecurity (ENISA) In the report on DLT and
Cybersecurity aimed at enhancing information security in the financial indus-
try, ENISA advocated for the benefits of adopting DLTs in financial institutions.
Besides, they outlined DLT components and explained the individual elements,
forms, and function within a blockchain. These components discussed included
smart contracts, cryptography, the consensus protocols, and sidechains. The report
also discussed on cybersecurity issues faced in both traditional and technology spe-
cific systems. Also, they provided guidance and best practices mapped to specific
issues to help businesses to implement DLT/blockchains in a secure way, which is
one of the main strengths of the report. As the presented best practices can be uti-
lized to bridge the time until a standardized framework is achieved. However, the
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presented recommendations are mainly generic and thus relevant for compliance
requirements in financial sector. Within the annex of the report, ENISA provided
blockchain use cases on the famous Ethereum DAO hack and an overview of various
distributed ledgers (Konig et al., 2020).

The North American Energy Standards Board (NAESB) The NAESB is a non-profit
enterprise that serves as an industry forum for the promotion and development of
standards which results to a seamless marketplace for retail and wholesale electricity
and natural gas. NAESB announced their intent to carry out a workshop to deliber-
ate on the development for blockchain-related standard for the implementation of a
smart contract for the purchase and sale of natural gas. NAESB is also involved in
the development of supportive standardized modeling language that can be utilized
in DLTs (Gray, 2021).

German Institute for Standardization (DIN) The German Institute for Standardiza-
tion published a few specifications linking to blockchain and DLT (Konig et al.,
2020). Each of these specifications is shown in Table 2.

German Federal Office for Information Security (BSI) In 2019, the German federal
office for information security published the report “Towards Secure Blockchains”.
This report is separated into four different sections and provides significant overview
on blockchains. The first part is more focused on the underlying principles of block-
chain technology and list of definitions and explains specific matters in blockchain
such as smart contracts, trust, and consensus. The second and lengthiest part empha-
sizes on security characteristics and properties of blockchains including potential
cyber-attacks and long-term solutions. The third section presents an outline of legal
aspects with a strong focus on data protection and privacy. The last section describes
the current use and state of blockchains and further presented a future trend evalua-
tion. Overall, the report provides an overview of blockchain and DLT with particu-
lar in comparisons to regular methods of data storage, building block model and
legal compliance as well as related information security measures, although the BSI
report did not include newer types of blockchains and DLT. Additionally, the BSI
second report discussed more on most prominent cyber-attack types and cryptocur-
rency crime which is far from standardization endeavors (Konig et al., 2020).

Standards Australia Standards Australia is a non-profit and non-government stand-
ard organization involved in the development and deployment of standards in Aus-
tralia by creating a technical committee which brings together appropriate stake-
holders and partners to reach consensus (Gramoli & Staples, 2018). Standards
Australia also leads the secretariat for ISO TC/307 standard for blockchain and DLT
(as discussed in the “IEEE P2418.5” section). In February 2017, Standards Australia
presented the first ISO workshop in Sydney where they published a report named
“Roadmap for Blockchain Standards,” in which some key issues of blockchain
standardization were discussed (Cristea & Stiller, 2020).

@ Springer



Journal of the Knowledge Economy

ureydyoo[q Aq paxmbai spoyiow
Pazi[eIauad 210w € IO [NJasn A[ureu Jou st

SUTBWOP JOYI0
ur 9[qeordde ss9[ pue ()’ Ansnpur 10§ A[UIRIA!

syuouodwod 9dods-Jo-1no uo Jno Jurssmu
sny) pue juewnoop Areurwrjord € se pazinn st i

PaqLIOSIP ST SjuawIMbax
300]q 10 ssa001d yoea a1oym auIpno dojs-Aq
-dos ® Jo wioj e se pakodwa st pasodoxd
NIOMIWEIJ [EITUYII) A ], "UONBOYLIOA pUR
uonepIfeA ureyoyooq Joj pasodoid sem suon
-d11osop $s9001d puE YI0OMIWRI) [EITUYI) B
..$SOUJDAII0D JO Jooid,, © ureye o, ‘Sureyoyoo[q
JO SSOUJOALIOD BIEP UO JUISNOO0J e pIwIe
BIEP JO UONEPI[BA PIseq BIEP JO UONJEPI[EA POSBQ-UTRYIYO0[q YIIMm
-ureyoyoo[q Joj yromawey Surpms e s1opgo )] paudife axow s 310dar siyy Jo uoneosyoads oy, $01¢ DAdS NIA

S9SBO 9SN IOY)0
10§ pardde 2q ued 31 0s A[Surpi0ooe padojorap
133 yorym ‘syo0[q Jurp[ing g o3 padojaasp
Uy} AIe SOLIBUDdS sy} Jo sjuauodwod Surr
-INd5209Yy "Sulpue)sIapun Ay} UAYPISUANS 0}
SAL10]$ Iosn pue swelderp 9ouanbas Jurpnjour
L TIqysureysyoorq Sutkojdep £q uonnjos e Sur
-UST[qeISo AQ POAJOSOI USY) OI8 SONSST 9SAY],
"IN950 UBD JeY) SANSST 9A102dSAT SqQLIOSIP pue
SOSBO 9SN [BIAAJS S)UasaId Os[e Juawnoop Y],
*1-1d Sundope jo jyousq o[qissod djen[ead

0) SIOYBW UOISIOAP 0] UOTRWLIOJUI sopIaoxd
IOAOQIOA JuawdO[Adp AISNpuUl UIdPOW JOJ

0" Ansnput 10J oo[ sorLreuads uoneordde (4 Ansnpuy 1oy 171
-1no poo3 e pue aurapIn3 sopraoid 11odar Y], puE UTEyOYo0[q U0 Uonedyroads sassnosiq  £0T¢ DAdS NIA
ureyoyo0[q

pue ‘Ayde1301dA1o ‘] ] [eUOIUSAUOD WOITJ

A3ojoururd) sessedwoous | “eaIe [eLISNpUl

9[SuIs © 0) PoJIWI] JOU PUE JJUSIPNE IOPEOIq ©

sjuouodwod sureyoyo0[q [enpIAIpUI Jo Jur 10y yusunJtad Sureq je pawre pue sureyoNo0[q
-puejsiopun ap1aoid sorSojourunray papraoid ayJ, 10} ASojouruuid) e sapraoid uoneoyroads sy, £6S91 DAdS NIA

uone)ury

Psudns uondrsaq 3pod NId

1A Pue Ureyoxo0[q 10§ suoneoyoads NIQ ¢ 3|qel

pringer

As



Journal of the Knowledge Economy

Y11 Yoo] pnod wiope[d pasodoid e moy

Jo aurpIno uSIsop B Se [[om se ‘paure[dxa st
$9552001d SUISUSDI] UT POAJOAUT SAOI JUSISIP
JO QUITINO Uy "ISUDI[ SUO JO $Sof Jo dFesn ofd
-pnw 1o juaAald 03 parjdde oq ued ureyoyo0[q
Jo sonsL)deIRyd Aouaredsueny pue jooid
-1odure) oY) MOy UO SUONJeZIUeSIO SWLIOJuI
uoneoyroads siy [, ‘suonerodo Jursuadl] pue
QIBMIJOS JNOALIED 0} PIPIAU UOTJBULIOFUT
SJUSWIDLR ATBSSOIU 3} PAULAP JUIWNIOP Y}
‘IOAORIOTA] *SIUSWIAINDAI POUTIIIP JO 39S B
£q 171 Suizimn sasuadl] 21em)jos Jo judwage
-UBW puUe ‘Oper) ‘Iajsuer) [eIISIp 10J arnpadord

suonerado pazipIepue)s e Jo Juawysijqelss ay) Suniod

Sursuaor] woiy yrede 1 jo uoneordde pozr SOSUQDI] JO IQJSUBI) PASeq-UTBYOI0[q -dns e pawTe ‘SoSUADI] AILMIJOS JO JAJSUET)
-[e10UdT QI0W © I0J QAR A[[eoyroads jou St iy JJelI[oey 0) yromawely Surpms e 19550 Aoy, U} 10 POYISUW PISLq-UIBYINOO[] B SIPIAOI] 9667 OIS NIA wu
=]
uoneII| sSuang uondridsaq apod NI a,

As

(ponunuoo) zs|qey



Journal of the Knowledge Economy

SOLIBUQIS 9S8
g1qrssod yjim [rejap ur papraoid sem yIomawey
QATITUAP OU S POYAW [BIT)AI0AY) B JO 2IOUT ST ]

sjyS11 309[qns eIRp

puE YJddO 9y} UO SSIUIBME TUNEBID UTRYD

-001q M JYJ D Y} JO SUOTIOLISAI Y} 0)
QIoUpPE 0) MOY UO POYIAW © SIIFO JUSWNIOP I,

uS3ISOp 2INJONIYIIL UTRYINI0[q USISOp

Aq Koearrd e 10§ Qwoyos € urpnpour ‘usisop £q

Koearad uo siseyduwo Jes[o B Yiim pazriewrwuns
aIe spIepue)s uonodjoid ejep 1oy sa13ojens
suoneSnHIW pue SYSLI JO Arewwuns [qeIopIs
-U0D B ‘OS[Y "2InseId ejep pue dIysIoumo ejep
0} UOTJe[aI Ul YJ O Y} pue sonssI [e39] YPrm
SUTeyoYo0[q SUTUIQUIOD [IIM PIJRIOOSSE SANSSI
o3 $ISI] uoneoyroads SIY T, “PI[puey SI JT dIoyM
puE paure}qo 9q ued ejep [euosiod aroym
SOLIBUADS MJJ & Sunsi| Aq partoddns st sty
‘PAYNULPI 9q AeW UOHRULIOJUL Yons Moy pue
S[rejud Bjep [euosIiod Jeym payLIe]d J] "SWIISAS
11d/ureyooo[q ur uonossjoid eyep pue doue
-1[dwos Koeard y10ddns 0 swire uonesyroads
siy [, ‘suonendar udisap Aq Aoeald pue
(4ddD) uone[n3ay uonsNoid ele( [eloun
N4 9y} SurIepIsuod ureyoyoo[q Surzinn eyep
[euosiad Surssaooid 10j [apowr pazipiepue)s
B UO Paseq PIAIYDE ST YIIyM USISop Ureyd
-yoo1q Aq Aoearxd o3 soyear uoneoyroads sy, L66% DAdS NIA

uopeury

3ung

uondrsaq 9pod NI

(ponunuoo) zs|qey

pringer

As



Journal of the Knowledge Economy

Standardization Administration of China (SAC) In China, the Standardization
Administration of China (SAC) was established as a national standardization techni-
cal committee linked to consortium standards, blockchain standards, industry stand-
ards, and national standards which are currently under development or in already
published (Tang, 2021).

The Research and Development (RAND) RAND corporation is a non-profit interna-
tional firm that offers policy-based research and analysis to the U.S. Armed Forces,
and is funded by the U.S. government, universities, corporations, private individu-
als, and private endowment. RAND through its European division, wrote a report
for the British Standard Institution, which is the official standards body for the
United Kingdom, and argued for standardizing technologies not too early to avoid
restricting application nor too late to avoid missing potential opportunities (Gramoli
& Staples, 2018).

The International Securities Association for Institutional Trade Communication
(ISITC) Europe ISITC Europe is a non-profit organization that promotes operational
efficiency, harmonization, and education in the capital markets environment. ISITC
has developed Blockchain and DLT working group to develop a platform to dis-
cuss, educate, and validate blockchain or DLT and its role in security processing.
With collaboration with organization for the advancement of structured information
standards, they are describing technical standards for blockchain/DLT (Gramoli &
Staples, 2018).

The United Nations Economic Commission for Europe (UNECE) UNECE is a regional
European commission of the United Nations (UN). One of UNECE division is the
UN Centre for Trade Facilitation and Electronic Business (UN/CEFACT), which
develops standards linking to electronic business and trade facilitation. UNECE is
also researching the adoption of blockchain for trade-related use cases and published
a white paper on the subject devoted to blockchain and DLT standardization. This
effort demonstrates a fundamental need to improve communication with block-
chains (Gramoli & Staples, 2018).

The Internet Engineering Task Force (IETF) The IETF is an informal open group that
develop Internet standards. It plays a key role in defining the Internet Protocol suite
that is utilized for interoperability standards and network communications by pub-
lishing request for documents that can influence blockchain technologies (Gramoli
& Staples, 2018).

Related Works on DLT Standardization

A few studies have investigated standardization of DLTs from different perspec-
tives and domains. Among these studies Gourisetti et al. (2021) researched on the
standardization of DLT cybersecurity stack for energy and power applications.
The authors postulated the potential of employing DLTs in supporting applications

@ Springer



Journal of the Knowledge Economy

which has not been fully achieved due to the lack of standardization between and
across different DLTs, as well as other required building blocks (such as., communi-
cation protocols). Accordingly, a DLT cybersecurity stack was proposed particularly
for DLT technology developers, end users/utilities, and researchers. Gray (2021)
reviewed how managers adopt blockchain technology and specified how the stand-
ards process is managed. The study presented a few standards development organi-
zations that have contributed to the development of blockchain technology such as
IEEE, ISO, or the Internet Engineering Task Force (IETF), the North American
Energy Standards Board (NAESB). The author stated that if standards do not lead
technological developments, this results to the technological invention being lag.
Thus, standards help for the technological evolution from one level to the next.

Another study by Tang (2021) identified existing challenges and trends related to
blockchain standard system. Findings from the study highlighted the current state
of blockchain standardization in respect to standards such as ISO, ITU-T, IEEE-
SA, and other national level corporations. Ultimately, a blockchain standard system
which comprised of 10 categories of blockchain standards was presented aligned to
the trends and challenges of blockchain standardization. Konig et al. (2020) com-
pared different blockchain standards and offer recommendations for industrial adop-
tion of the technology. The study aimed at providing discussion of standardization
organization’s which contributed to blockchains/DLT. The reports also comprise of a
set of comparison criteria for existing standards. Li (2020) pursued a legal approach
from the data protection law viewpoint to improve standardization of blockchain and
DLT. The author employed the General Data Protection Regulation (GDPR) in the
European Union to ascertain how blockchain can be compatible with the standards
of modern data protection law and if blockchain can create a pathway to attain legal
objectives. The study also advocated for standardization to mitigate blockchain’s
limitations and to leverage its benefits.

Additionally, Cali et al. (2019) examined DLT/blockchain in transactive energy
use cases standardization and segmentation framework activities which are imple-
mented by IEEE standards association. Findings from the study contribute to
improve the advanced economic control and operational functionalities to dynami-
cally stabilize the electrical supply and demand within the electrical grid using
advanced ICT. Cristea and Stiller (2020) prepared a report on blockchain standardi-
zation and provided an overview of current activities landscape. The authors advo-
cated for having a regulatory framework appropriate to aid with blockchain related
business models which is important for a proper interpretation and successful adop-
tion of DLT in large scale. Accordingly, the report presented an overview on the cur-
rent blockchain standardization strategies to help promote the usage of this technol-
ogy. Li et al. (2019) provided an overview and ideas on standardization of China’s
blockchain technology. The authors examined the domestic and international status
quo of blockchain standardization and identified problems that need to be resolved
under the current condition. Additionally, a system engineering methodology was
proposed for standardizing blockchain technology.

Researchers such as Gramoli and Staples (2018) explored blockchain and DLT
standard toward achieving consensus. The study listed standards organizations and
efforts dedicate to standardize blockchain and DLT. Findings also identify the lack
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of terminology that hinders communication and propose clarifications to address
these ambiguities. In the end, a high-level description of blockchain and DLT was
proposed based on three elements of functional architecture. Hyland-Wood and
Khatchadourian (2018) contributed by providing discussion on the history of global
blockchain standards. This study summarized some existing international standards
related to blockchains and proposed guidelines for further standards development
that could be meaningfully explored in the future without negatively affecting addi-
tional invention. Deshpande et al. (2017) presented a report for DLT/blockchain as
related to the opportunities, challenges, and the prospects for standards. The report
aimed at prompting further dialog across the DLT/blockchain community regard-
ing the prospective role of standards in encouraging the adoption and development
of the DLT/blockchain. Findings from the study provided a set of areas for fur-
ther importance by DLT/blockchain stakeholders concerning the potential role of
standardization.

Hofmann et al. (2017) investigated the immutability notion of blockchains and
advantages of early standardization. A framework was developed aimed at under-
standing the boundaries and dimensions of blockchain immutability. The framework
comprises of data layer, system layer, function layer, and execution layer and fur-
ther provides good practice standard toward the implementation of blockchain appli-
cations. Findings from the study provide strategies to better utilize the blockchain
technology’s full capability via standardization. But irrespective of the reviewed
studies, there is lack of research that explored a decentralized based approach for
standardized interoperable DLT deployment in smart cities. Hence, this study aims
to address this limitation and provide a framework for standardization of interoper-
able DLT interface integration and alignment in smart cities.

Method

The study employs design science research methodology (DSRM) as proposed
by Peffers et al. (2007), which concerns the design of artifacts aimed at address-
ing identified problems (Bokolo, 2023). DSRM approach employing case scenario
in information systems was used for exploring the condition where boundaries of
evidence are not evidently defined. Thus, case scenario approach has been consid-
ered as suitable for finding out the real situation of an occurrence. Besides, DSRM
is a suitable method as this research addresses the lack of standardization of DLTs
by designing a meaningful artifact in the form of a framework (Bokolo, 2022). The
DSRM process employed in this study is shown in Fig. 4.

The first phase involves identifying the framework layers based on second-
ary data. This phase also involves reviewing existing studies related to DLT and
blockchain standardization as well as existing standards development organizations
toward DLT standards comprises of IEEE, ISO/TC 307, W3C, and ITU. The sec-
ond phase involves identifying use case scenarios based on KPIs of the municipality
such as achieving an interoperable digital system for the city by deploying DLT such
as IOTA tangle to improve integrity, trust, and security within the city. The third
phase involves collecting qualitative data to validate the standardization framework
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Fig.4 DSRM process employed in this research

stacks developed as seen in Fig. 5. The next phase entails modeling and mapping
the framework stacks with preliminary findings from experts based on use case sce-
narios. The findings are modeled using ArchiMate modeling language (as shown in
Fig. 6). In the final phase, the findings modeled in ArchiMate are communicated to
some experts involved in the data collection to refine, revise, and iterate the mod-
eling based on expert’s feedbacks.

Data Collection and Analysis

As previously stated, case scenario is chosen as the method to present the findings
from experts involved in the+ CityxChange smart city project (https://cityxchange.
eu/). Use case is a term that originated in software engineering domain, where it
describes a list of activities or sequence of steps which usually explain the interaction
between the (software) system and the actors. Use case also refers to a scenario, set of
scenarios, or illustrations of scenarios in which different stakeholders interact, mainly
in relation to a technological ecosystem for specific outcomes (Deshpande et al.,
2017). The case scenario analysis methodology is used for exploring standardization
framework layers for interoperable DLTs in smart cities. Qualitative data was collected
during several workshops and expert interviews with partners in the + CityxChange
smart city project. Open-ended questions were used as it allows the generation insight
into the concerns, motivations, and challenges faced by the partners involved in the
smart city project to gain insight on how DLT (IOTA tangle) can be integrated in fos-
tering interoperable services in smart cities.

Pluggability, interoperability, governance, sovereignty, |
harmonization, standardization, privacy, security, etc.
UI/GUIs, APIs, Oracles, distributed applications (DApps),

| Motivation layer |
| Application layer centralized applications, data marketplace, etc.

: Rule-b i h hail )
Execution Layer | ule-bases and program sc.rlpt such as chaincode,
tokens, smart contracts, atomic sweeps, etc.
I Consensus mechanisms such as PoW, PoS, PoA, PoET,
BFT, CFT, SBFT, etc.

Data/ledger synchronization, block, chain structure,
crypto ledger creation, ledger structure, hashing, etc.

Network Layer | I Peer-to_—peer connection, node, ne‘twork paramgters,
messaging, protocols, broadcast/discovery runtime, etc.
Data storage, logical nodes, virtual machines, hashing
and digital signature, access controls, kubernetes, etc.
Hardware devices, smart sensors, storage devices, |
metering devices, 0T devices with UID, OS, etc.

Consensus Layer

Data Layer |

Alignment Layer
Integration Layer

Physical Layer l

| Infrastructure Layer

Fig.5 Developed framework for standardization
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Fig. 6 ArchiMate modeling of use case scenarios for DLT standardization

The interview sessions were held with multiple representatives involved in the
project between June 2019 occasionally until May 2020 in a physical location and
later digital due to the COVID19 pandemic. Data was also collected from more
than 8 participants within 2021 to revise, refine, and iterate the findings in use
case scenarios 3. The profiles that participated in the interviews range from urban
architects, data architect, ICT practitioners, sustainability experts, and smart urban
developers. The workshop and interviews lasted between one to two hours in Eng-
lish language and were transcribed for analysis. No software was employed for
data analysis as coding of all data (documents, workshop/interview transcripts)
was done manually using descriptive and narrative analysis. The data was coded
based on the standardization framework stack (see Fig. 5). To minimize research
bias, all findings were illustrated in ArchiMate (see Fig. 6 and Table 3) and
referred to some key participants as follow-up and confirmation of the findings
represented in ArchiMate tool.
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Table 3 Findings from use case scenarios toward standardization of DLT

Use case scenarios 1

Use case scenarios
2

Use case scenarios 3

® The marketplace backend supports registration
of IOTA Asset modules and DCS systems after
which a unique digital identity is receive that
will allow them to verify the authenticity of
shared data

o The Bid Manager can implement simple
matching policies as well as more complex ones
after using data received from the marketplace to
tangle Gateway and stored agreements into the

tangle using the same Gateway

Bid Manager uses agreed and standardized
data model and simple matching policy for
demand and offer bids and agreed bids

o In the marketplace to tangle Gateway
connection, the Bid Manager verify integrity of
data, by comparing the copy on the tangle using
Data logging APIs to store data (raw or hashes)

on the tangle

Asset modules register their identity with the
marketplace backed and share their public key
and communicate securely with the marketplace
backend, directly and/or using restricted Masked
Authenticated Messaging (MAM) channels
stored in the marketplace backend

Marketplace backend encrypts agreed bid and
a payment request stored on the tangle with

public key of involved receiving parties

Agreed bids are encrypted with the public
key of both asset modules, consumer, and

producer, and/or DCS gateways involved

Marketplace backend verify the authenticity of
demand and offer bids before passing them to
the Bid Manager by verifying their signature

using authorized public key

Exchanged messages are encrypted with
public key of message recipient to guarantee

confidentiality

Asset modules sign demand and offer bids to
guarantee their integrity using their private
key
o To ensure integrity data logging APIs
are asynchronous in reading from IOTA
tangle and cached queries are also returned
synchronously
© IOTA tangle storage could fail thus the
marketplace backend maintains a copy of

agreed bids in the cloud

The IOTA hardware module encapsulates
collected data into IOTA transactions (e.g.,

through a cryptocore)

© The developed
seamless electric
mobility platform
retrieves, stores,
and provides
transport data
from various data
providers via
APIs, and makes
it available in a
normalized and
standardized
format

o The platform’s
API delivers data
as GeoJSON
objects (RFC
7946), which
allows developers
to easily take the
data output as
a standardized
object format

e The platform
complies to EU
issued Delegated
Regulation
2017/1926 based
on National
Access Point
(NAP) to
provide data in a
machine-readable
format

o Data is pushed
to or pulled by
the platform
using standard
communication
protocols, and
Message Queuing
Telemetry
Transport
(MQTT) and
WebSocket are
supported

© The interactive web-based dashboard data is stored in a cloud-

based platform that is secured using Secure Sockets Layer (SSL)

Users of the applications are required to authenticate using their
login details (username and password)

le-based access to

The platform is built with a

ensure data security allowing users to access and/or modify

data based on their role

© The platform makes use of the MongoDB Atlas cloud database
that implements additional data security standards at its own level
which makes use of API fokens while sharing data with partners

o If any access token is tampered with, the platform has a built-in
ability to validate the tokens issued to all users and prevent access
from unauthorized attempts to access

e To promote the use of the automated process of data sharing, APIs

employed in the platform were structured using the FIWARE

guidelines for KPIs in smart city projects, making the future

integration and use of this method by partners easier and more

efficient

Adheres to making project data as Findable, Accessible,
Interoperable and Re-usable (FAIR) according to the European

Commission’s guidelines on 1

1ent and sharing of data

® To increase security, a token with annual validity will be provided
for each partner accessing MERT data through the portal

® The platform provides API access tokens, called ‘API Keys’ to the
KPI/data owner that supply data to get data from KPI/data owners’
repositories using the APIs. The API key authenticates the data
source before any data is shared

o In the platform, metadata and data is made universally
accessible through an open and free protocol which includes
controlled access to ensure authentication and authorization

of data access

To support findable metadata and data are assigned unique
identifiers and registered in a searchable resource or repository

where it can be easily found

Employs duplication of data on multiple servers that are balanced
by a load balancer to allow multiple partners to access and process
data simultaneously

© To be interoperabl de

that can be used in multiple other representations and applications

and data are p d in a format

e Through a back-end process, data collected in the platform is
checked for conformance (i.e., accuracy of input format), after
which it is processed for calculation of the KPI

 For the data to be reusable metadata and data are checked to ensure
accuracy and a high level of detail as well as adherence to universal
standards (such as FIWARE) and use of data are clearly licensed and

indicate user permissions

Use of a token-based API, which allows a fetch request to
securely pull data from the data provider’s repository to the
platform to authenticate the exchange of data

o In support of the open data policy the platform disseminates
project data through visual representations, aggregated data
calculations, and summary or detailed data reports available for

extraction and external use
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Design Artifact (DLT Standardization Framework)

A framework is developed grounded on prior studies on DLT approaches (Ghandour
et al., 2019; Gourisetti et al., 2021; Hofmann et al., 2017; Anthony Jnr et al., 2021a,
b; Mandaroux et al., 2021; Qing et al., 2020; Romano & Schmid, 2021), to support
for standardization toward an interoperable DLTs interface integration and alignment
in smart cities. The framework comprises of stacks or layers (motivation, application,
execution, consensus, data, network, infrastructure, physical, alignment, and integra-
tion), as seen in Fig. 5.

Figure 5 depicts the developed framework for standardization toward interopera-
ble DLTs interface integration and alignment in smart cities. Each of the framework
layers are discussed below.

Motivation Layer

This layer captures the main needs and requirements for citizens and stakeholders in
the urban environment such as issues related to interoperability of DLTs with leg-
acy systems deployed to provide data driven services. These services contain in this
layer can be utilized by the stakeholders (e.g., nodes and human users) to interact
and integrate with the DLT platforms.

Application Layer

Application layer comprises of applications, scripts, software, programs, and
user interfaces (Gourisetti et al., 2021; Mandaroux et al., 2021). It captures spe-
cific digital applications to be utilized by citizens and stakeholders within the
city (Anthony Jnr, 2021a; Romano & Schmid, 2021). Other components cap-
tured in this layer consist of User Interface/Graphical User Interface (UI/GUI),
performance analysis systems such as Hyperledger CaliperTM. These compo-
nents within this layer may be seen as off-chain processes that connects DLT
with external systems (Gourisetti et al., 2021). These applications may be cen-
tralized or decentralized (Anthony Jnr, 2021a). However, these applications may
be developed based on the certain conditions and protocols to be interoperable
with existing DLTs. To support standardization most deployed applications
should have the ability to initiate rule bases and program code (for instance,
chain code, smart contracts, atomic swaps, etc.) that are deployed in the execu-
tion or trust layer below (Gourisetti et al., 2021). As mentioned by Gourisetti
et al. (2021) these applications have the capability to perform two-way com-
munication. These includes downward connections within the DLT which usu-
ally begins from the execution layer and upward connections that are outside
the DLT. These upward connections can be achieved through the deployment of
gateways such as APIs and Oracles.
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Execution Layer

The execution or trust layer represents the contract scripts, programmable scripts,
software code, and scripting languages running locally on the end users or nodes
hardware that runs on the city's digital infrastructure ensuring security, stability, or
performance improvements (Hofmann et al., 2017; Qing et al., 2020). The execution
layer comprises of the program logic, DLT rules, such as chain code and smart con-
tracts. The applications deployed within the application layer calls the code and rules
within the execution layer and initiate the code in the execution layer that results
to the execution of a DLT transaction. Most complex transactions are stored within
DLT platforms in the form of source code or bytecode programs and are executed
to support various business logic. These source code programs are known as smart
contracts. A typical smart contract structure involves execution of the code, language
definition, and compilation (Qing et al., 2020). Smart contracts are implemented
in DLT platforms using programming languages or simple interpreted scripts such
as Solidity in Ethereum, Golang, etc. (Qing et al., 2020). Smart contracts can be
seen as computer programs which implement pre-defined commands when certain
requirements are met within the DLT system (Ghandour et al., 2019). The smart
contracts code in the execution layer uses data from off-chain data sources, the code
can also trigger oracles and APIs that resides in the application layer to fetch data
from off-chain data sources to the execution layer (Gourisetti et al., 2021).

Consensus Layer

The consensus layer involves the components of the mutual agreement set of rules
applied to select a unique ledger between possible different instances, thus ensuring
the consistent state of the DLT (Romano & Schmid, 2021). The consensus layer is
the core layer of any DLT platform, as it manages and validates transactions, and
ensures inter-DLT verification (Mandaroux et al., 2021). Consensus layer aids dis-
tributed control, trust, and ownership. It initiates an agreement among the distrib-
uted node users and synchronizes them. It further authenticates transactions and
ensures fault-tolerant and reliable operations (Gourisetti et al., 2021). The consensus
layer primarily encapsulates different consensus algorithms deployed by network
nodes to achieve data consistency in a distributed manner (Qing et al., 2020). Con-
sensus refers to a system which guarantees that parties agree on a particular state of
the DLT system as true state (Ghandour et al., 2019). These help to ensure that the
DLT system node users will reach a consensus and continue to function even when
some node(s) are corrupted or fail (Gourisetti et al., 2021).

Proof of work (PoW), a DLT consensus, is characterized by its rigorous effort
to prevent potential malicious computing power usage. PoW is mostly used in Bit-
coin and it requires solving a computational tricky puzzle to produce a new block.
Proof of Stake (PoS) is another consensus which is based on the wealth processed
by the codes. PoS reduces the computing effort and improves security, but also leads
to monopoly as the voting power is centralized. Byzantine fault tolerance (BFT) is
another consensus mechanism which results to less system overhead and improve
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transaction speed (Mandaroux et al., 2021). Another consensus mechanism is the
Proof of Elapsed Time (PoET) which utilizes a lottery method in which the node
user with the shortest wait time produces the next block. Other consensus algo-
rithms included simplified Byzantine fault tolerance (SBFT), proof of authority
(PoA), proof of burn (PoB), and proof of control (PoC) (Ghandour et al., 2019).

Data Layer

The data layer involves the data stored on the distributed ledger (Hofmann et al.,
2017). It comprises of a certain data structure (Qing et al., 2020). This layer data
is distributed and saved across different nodes, and any transaction within any
of these nodes are added to the ledger shared across all connected nodes. DLT
only permit commit only, which means that no deletion or update is accepted
within the ledger (Ghandour et al., 2019). This layer also encompasses all the
data mechanisms and structures which give rise to the distributed ledger. Such as
Merkle trees and linked lists which make up the ledger data structure (Romano
& Schmid, 2021). Thus, the process of grouping transactions into the ledger or
appending transactions into the ledger, etc., is carried out in this layer. Func-
tions within this layer are mainly related to data orchestration procedures but in
the context of distributed ledgers, databases, etc. Examples of such procedures
involves arranging or grouping transactions into blocks for example in block-
chain, appending the transactions to the distributed ledger, and duplicating the
identical and updated data ledger/structure across the distributed network, etc.
(Gourisetti et al., 2021).

Network Layer

The network layer encompasses internode communication that enables decen-
tralized peer-to-peer information transaction, and data sharing among the nodes
(Mandaroux et al., 2021). Thus, this layer involves how the peer-to-peer net-
work of nodes is constructed and shares data so that the distributed ledger can
be managed and queried (Romano & Schmid, 2021). The network layer involves
protocols, authentication/authorization, node management, networking access
methods among multiple nodes within the DLT (Qing et al., 2020). When nodes
transact and engage in validation and verification of transactions, such proce-
dures are specified in this layer. Protocols such as Transport Layer Security
(TLS) employed by Hyperledger Fabric and some private blockchain for ensur-
ing secure handshaking, the Recursive Length Prefix (RLPx) mostly utilized
in Ethereum, and other secure node-to-node handshaking mechanisms are cap-
tured in this layer. In DLTs standard protocols are suggested to be employed to
promote standardization instead of custom based or new commercial protocols
(Gourisetti et al., 2021).
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Infrastructure Layer

This layer consists of the virtualization where the decentralized distribution of the
nodes is the main component (Mandaroux et al., 2021). This layer is analogous to
the physical and virtual computers that participate as the authorized nodes within
the distributed ledger. The nodes should be able of carryout cryptographic processes
such as hashing and digital signature, managing the identity of other nodes and
offering identity information for authorization and authentication of nodes within
the network and. Tools that ensure permissions, specify identity of the nodes, and
facilitate access controls are captured in this layer (Gourisetti et al., 2021).

Physical Layer

Physical layer contains all physical infrastructure and hardware devices utilized by
application within the city. These physical devices may consist of processing hard-
ware such as RAMs and processors, which are employed for data processing, data
analytics, or even for consensus algorithms for verification such as miners in Bitcoin
(Ghandour et al., 2019). Physical layer: This layer is very important in domains such
as smart cities where IoT devices, smart metering devices, storage devices, sensors,
and communication hardware play significant role to improve the sustainability of
the city. These physical infrastructures such as sensors and IoT devices are captured
in this layer. Most of this hardware may not be able to integrate directly to the dis-
tributed ledger. In such cases, these physical devices would need to interact with the
middleware to connect seamlessly in the DLT network (Gourisetti et al., 2021).

Integration and Alignment Layer

These layers are included to support standardization of DLTs deployed within the
city. These layers are aligned to all the framework stacks (motivation, application,
execution, consensus, data, network, infrastructure, and physical). Thus, system
alignment is the capability of two systems to identify one another and to utilize
resources from one another. System alignment entails that one platform performs
an action while being linked to another system (Jnr et al., 2021a). Alignment aims
to achieve a compatible or harmonious relationships between two different domains
by achieving fitting and linking among different components working together to
accomplish a common goal. Likewise, integration refers to software that allows
components of different systems to interoperate, particularly to be able to distrib-
ute data, communications, and function across services in various environments (Jnr
et al., 2021a). Data integration can be handled in various levels such as interconnec-
tion of data from hardware, through computer networks, via integration of data from
data sources and digital applications, and enterprise integration for coordination of
data required for manage, control, and monitor urban processes (Anthony Jnr et al.,
2021a, b).
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Findings
DLT Use Case Scenarios in Smart Cities

This section validates the framework by practically demonstrates the usability and
applicability of the previously discussed developed standardization framework for
interoperable DLTs. The framework layers are validated based on evidence from
the use cases. Thus, the different smart cities use case scenarios are discussed and
mapped to the standardization framework stack. The use case scenarios discussed in
this section are as follows:

e Use case scenarios 1—Distributed energy trading market platform

e Use case scenarios 2—Seamless electric mobility system including user inter-
face

e Use case scenarios 3—Monitoring and evaluation platform dashboard

Each of the use case scenarios is part of the + CityxChange smart city project. An
overview of each of the above use case scenarios sequence of operations and com-
ponents in the context of DLT (using the developed standardization framework) is
discussed below to described how the framework was validated.

Background of Use Case Scenarios

IOTA tangle is employed as the DLT in the use cases. IOTA tangle is a Blockless
DAG which directly appended data or transaction to a chain without being wrapped
into a block. This is because all new data can be run concurrently on different chains
which are connected to create a network termed as “tangle” (Fan et al., 2019). IOTA
tangle possesses a high scalability and has no transaction scale limit which guaran-
tees that all data are securely encrypted and stored in the local Home Nodes (Fan
et al., 2019). IOTA has no hidden transaction fees as the infrastructure carries out a
very light-weighted proof of work consensus (Bokolo, 2022).

Use Case Scenarios 1

The distributed energy trading market platform is developed based on a model
for design and operation of a local power system that maintains management and
operation of renewable energy in smart cities. The platform models use DLT for
micro trading of green energy resources needed to facilitate renewable energy city
when climate data, historical consumption, and resource attributes including flex-
ibility that are available. The distributed energy model computes how available
energy resources will be utilized the best way for next day hour based on an hour
forecast linked to availability and predictions of load forecasts, weather forecasts,
etc. (Petersen et al., 2021; Rood, 2020). Respectively, this use case illustrates how
the distributed energy trading market platform facilitated by IOTA tangle as a
DLT supports operation and management renewable energy in smart cities. The
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platform is also developed to manage export, import, general estimates, design,
and operation related elements. The system and DLT standardizations are exe-
cuted through the integration of export and import modules either in file formats
or via Application Programming Interfaces (APIs) as seen in Fig. 6.

Use Case Scenarios 2

This use case scenario examines how DLT-enabled platform can facilitate the
seamless electric mobility platform including user interface for sustainable trans-
portation in smart cities. It includes a mobility backend system which provides,
retrieves, and stores, urban mobility data. The mobility backend system gathers
data from several data providers via APIs. To ensure standardizations the mobility
backend system uses an inhouse API which makes data available in a standardized
and normalized format. Additionally, to ensure seamless electric mobility system
an Android application was developed for citizens to use in managing their mobil-
ity needs within the city. The Android application connects to the mobility back-
end system and shows the transport options that are accessible for the user based
on a selected position on the map. A digital asset payment system is facilitated
by DLT (IOTA tangle), which enable users to reserve and pay for a multi-modal
transport choice provided by different mobility providers within the city. Finally,
for standardization an API is provided by the distributed energy trading market
platform in (use case scenario 1) for accessing temporarily available electric vehi-
cles batteries state as flexibilities for use within the city. Also standardized data is
simulated to provide insights to stakeholder into which data is produce in order to
exploit electric vehicles batteries as temporary energy sources.

This simulated data is utilized the distributed energy trading market platform
in (use case scenario 1) for orchestration of renewable energy consumption and
production within the city (Petersen et al., 2021; Skoglund et al., 2020). Overall,
findings from this use case depicts how a seamless multimodal electric mobility
as a service and an open/interoperable service platform for public transportation is
achieved. The Android application identifies the possible urban transport options for
citizens’ transport demands and assists users to select a combination of transport
modes for their journey. This use case also integrates Vehicle-to-Building (V2B)/
Vehicle-to-Grid (V2G) charging methods by connecting electric vehicles through
electric vehicles chargers to the community grid. This connects to the overall
operation of the local energy consumption and generation by making the electric
vehicles batteries a part of sustainable energy business model as suggested by
(Anthony Jnr, 2021c). Hence, this use case scenario encompasses electric vehicles
infrastructures and business involved within the electric mobility as a service
ecosystem. It comprises of different transportation methods such as electric-bikes,
light electric vehicles, and electric vehicles. The seamless electric mobility platform
also integrates with the distributed energy trading market platform (use case scenario
1) connected to IOTA tangle micropayment solution for use in the electric vehicles.
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Use Case Scenarios 3

This case provides a platform as an interactive web-based dashboard to analyze, pro-
cess, represent data for monitoring and evaluation of smart city goals gathered from
implemented devices, sensors, etc. Besides, such KPIs can be used for benchmark-
ing of the sustainability of the city. It provides a data repository for monitoring KPI
data collected by and data owners. The data is used for modeled and visualizing of
data for urban dissemination (Dahlen et al., 2020; Petersen et al., 2021). The moni-
toring and evaluation dashboard ensures reliable, accurate, and consistent data smart
city development. The monitoring and evaluation dashboard aims to store, process,
manage, visualization, and dissemination of data. The data collected can be moni-
tored using online data collection systems, sensors, survey response from stakehold-
ers or other mechanisms as seen in Fig. 6. Data related to smart city development
can take place via manual process, online interface or through an automated process
for sharing data among stakeholders through API connection. The collected data is
integrated to the city dashboard to promotes wider information dissemination and
to report on urban key performance indicators (KPI) data such as air quality, CO,
emission reduction, energy, water, and waste wastage.

Qualitative Findings from Use Case Scenarios

Use case scenario 1 involves the distributed energy trading market platform imple-
mented in DLT (as IOTA energy marketplace implementation and 10TA module).
The application uses the I0OTA ledger to provide standardized APIs for the energy
marketplace to access required data, store agreements and to carryout micro pay-
ments by the IOTA ledger to ensure auditability (Livik et al., 2021). IOTA employs
an IOTA proxy module use APIs to interact with the IOTA tangle and to send energy
and thermal power data (or hashes of them). The module exposes APIs that allow
Distributed Control Systems (DCS) to store selected data onto the IOTA tangle, thus
guaranteeing their integrity, immutability, and auditability. Additionally, the IOTA
module, locally deployed at prosumer level, gathers required marketplace data and
shares it using the IOTA ledger to guarantee data integrity and immutability.

The IOTA asset module collects imported and exported (demand and offer)
energy and thermal power data from the connected asset(s) within the city. For
auditability and integrity all the data and requests shared between marketplace and
10TA asset module are stored onto the IOTA tangle. The IOTA module has the com-
putation capacity to locally create IOTA transactions. This capability is used to cre-
ate transactions containing the collected data and to securely “send” this information
as data transactions to the marketplace, using the IOTA tangle infrastructure. This
way, data shared using the tangle becomes immutable, its integrity guaranteed and
fully auditable. Marketplace backend and its related interfaces/APIs aids receiving
of data directly from asset modules and Distributed Control System (DCS) and use
the IOTA tangle to read/store immutable data, i.e., energy demands and offers bids
and agreed bids generated respectively by IOTA asset modules, DCS, and the mar-
ketplace bid manager.
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Furthermore, to ensure integration and interoperability toward standardization,
the following are employed in the distributed energy trading market platform as seen
in Fig. 6. In use case scenarios 2, the use case involved the seamless electric mobil-
ity platform including user interface facilitated by IOTA. Finally, use case scenarios
3 involved an interactive web-based dashboard provides a repository for monitoring
data captured by KPI and data owners, from where the data is modeled, displayed,
and made available for further dissemination. The monitoring data for each KPI is
collated within the platform, whether the data is captured automatically using con-
nected APIs, or manually, using data capturing sheets built into the KPI interface
of each indicator in the platform (Rood, 2020). The main findings from all use case
scenarios are modeled within the framework stack (as shown in Fig. 5), in Archi-
Mate modeling language as seen in Fig. 6 to illustrate how DLT standardization can
be achieved mainly by the alignment and integration layers.

Figure 6 shows all the DLT components, both decentralized and centralized
applications employed with the 3 use case scenarios investigated in this study as dis-
cussed in the sections “DLT Use Case Scenarios in Smart Cities”/ “Background of
Use Case Scenarios.” Additionally, to ensure integration and interoperability toward
standardization, findings as shown in Table 3 depict how each use case scenarios
achieve standardization with DLT (IOTA tangle) in proving distributed and central-
ized digital services in smart cities. At the moment no relationships are establish
among the different components and across the layers in the ArchiMate model as the
findings at the time of writing of this article are limited in this aspect.

Open Issues and Recommendations for DLT Standardization
Open Issues of DLT Standardization

Presently, DLT standardization is faced with some technical, organizational, and
governance issues. A few of these issues identified from the literature are discussed
in Table 4.

Recommendations for DLT Standardization

As an emerging technology, early standardization of DLT may limit the adoption
and development of this technology (Gramoli & Staples, 2018). Confronted with
this issue, standardization would be needed for taxonomy to clarify the exact mean-
ing of different terms, for example, the meaning of data modification, data erasure,
and to explain to what degree data can be gathered in minimization. Standards can
help to define what can and cannot be required from these DLT based platforms
and what is the responsibility of stakeholders such as end users, developers, regula-
tors, business owners, miner, investors, administrator/operator, supplier, and service
provider (Lima, 2018), within this emerging technology (Gramoli & Staples, 2018).
As such strict standards can decrease the number of misunderstandings faced and
there should be a procedure that aids malleability and flexibility to support future
DLT innovation (Li, 2020). Taking into consideration the trend of DLT development
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Table 4 Open issues of DLT standardization

Open issues

Description

Adhering to existing international regulations

Usage of similar definitions

Ensuring collaboration

Establishing consensus mechanism

Repeated standards

Technically, new technologies as well as standards need
to consider existing international regulations and try
to adjust to these existing global laws. This is usually
a challenge as most regulations are not written to be
compliance to DLT. For example, in the case of Euro-
pean General Data Protection Regulation (GDPR),
the immutability conflicts with the rights of users to
control. Thus, it is an issue to manage personal data,
to restrict data usage, to correct, or to be forgotten.
GDPR requires organizations to agree and conform
to limit data transfer between countries, but on public
DLT the data is processed by many parties in different
geographical location (Cristea & Stiller, 2020)

One important determinant for the standardization of
DLT is the use of similar definitions of related termi-
nologies and terms across different organizations. This
factor has been a priority for both ITU and ISO in
start of their efforts toward achieving DLT standardi-
zation (Cristea & Stiller, 2020)

Another issue is how to ensure collaboration between
stakeholders involved in the standardization of DLT
at all levels. The collaboration is crucial in creating
or extending regulations, laws, agreements, or poli-
cies and has developed into a requirement not only
between organizations but also among countries at the
global scale (Cristea & Stiller, 2020)

The significance of designing effective governance
frameworks (Carayannis & Grigoroudis, 2022),
through standards will guarantee the confidence
of future users of DLT. Developing and establish-
ing standards entails consensus mechanism, which
encourages the international community of experts to
collaborate, share, and agree on direction toward DLT
standardization (Cristea & Stiller, 2020)

There is also the issue of repeated standards. As sup-
ported by the literature (see the “Exiting Standards
for DLT Implementation in Sustainable Smart Cities”
section), there are similar standards aimed at improv-
ing the standardization of DLTs and this is quite a lot
for an emerging technology. However, over-develop-
ment is very usual for DLT and blockchain stand-
ards. Also, most of the existing blockchain standard
projects share similar or same titles. For example, one
of the two largest standardization companies, ITU and
ISO are both developing a reference framework/archi-
tecture standard for ensuring security standards within
financial applications. Such repeated standards may
result to negatively impact standardization resources,
and thereby result in separation of standardization
among the organizations (Tang, 2021)
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Table 4 (continued)

Open issues Description

Achieving alignments between standards Achieving alignments between standards is quite
challenging due to different standardization projects
being approved by different institutions, who work
simultaneously on their projects. Due to this develop-
ment, the alignments of different standards, particu-
larly standards from various groups are quite difficult.
While variety of liaison and cooperation have been
established between DLT/blockchain standardiza-
tion organizations, the synchronization is limited in
ensuring alignments. An example is the inconsistency
of either blockchain or DLT. As ISO/TC 307 uses
the terms blockchain and DLT, whereas ISO/TC 46
uses only blockchain, and ITU-T uses the term DLT
in their standardization projects leading to different
understandings of both terms (Tang, 2021)

Unequal development with different directions The development of standards for technological
inventions toward achieving governance standards
(Carayannis & Campbell, 2021), interoperability
standards, and standards for smart contract
is considerably slower. Standards to improve
interoperability such as ISO/TC 307 has been
established as an interoperability working group
(Tang, 2021), yet there are fewer standard projects in
ensuring alignment and integration related to DLT
standardization (Anthony Jnr et al., 2021a)

existing standardization frameworks should support privacy protection, information
security, and data exchange.

Besides, there is need to provide DLT standardization training to developers
and organizations to enhance their capabilities and provide knowledge to research
and develop the DLT open-source communities. Furthermore, the standardization
of DLT should specify mediums that help data providers exercise their rights. For
example, how citizens modify or complete their incomplete or incorrect information
within the DLT platform. In what scenarios can citizens delete their existed data and
how can they do that. Therefore, standardization should make sure that basic needs
by data consumers can be achieved within a distributed ledger environment. Like-
wise, more detail standards on pseudonymisation and anonymisation of data stored
in DLT platforms (Li, 2020) would be use for smart city development. There is need
to carry out pilot programs for standard verification. Thus, organizations should pro-
vide best practices based on the acquired experiences from pilot programs embarked
on in their standardization projects. This will accelerate wider application, promot-
ing new formats and new modes such as big data transactions, distributed data stor-
age, and Blockchain as a Service (BaaS) to promote the integration of DLTs within
the society.

Researchers such as Tang (2021) advocated for revision of standardization pro-
jects. As DLT landscape is quickly developing. There is need to update some stand-
ards related to DLT applications models. For example, ISO began a revision project
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after the publication of the DLT vocabulary standard. Revision provides a medium
to enhance the quality of standards and lessen the inconsistency across standards
(Tang, 2021). Another important part of standardization is integration and align-
ment of digital applications with distributed ledgers. It would be of benefit to
develop a standard smart-contract template that can be automatically executed in to
different DLTs (Narang, 2020). Research areas such as governance of DLT, inter-
operability and intraoperability of DLT, and other related areas that further fos-
ter smart city development (Carayannis & Campbell, 2021), and standardization
should be explored.

Governance standards for DLT should also be deployed as it provides support
for governance process within DLT platforms. This helps to address concerns
associated with governance standards such as goals, mechanism, objects, con-
tents, and principles of governance, as well as responsibilities and roles involved
in the adoption of DLT in urban environment. The difference of DLT govern-
ance between public, consortium, and private DLTs should addressed in gov-
ernance standards developed for DLTs (Tang, 2021). Another area with poten-
tials is the smart contract standards. Smart contract standards for DLT such as
Ethereum. The identification of smart contracts, normalization of smart contract
scripts and formal verification procedures for smart contract are areas which
need standardization (Tang, 2021). Standardized smart contracts for different
use case scenarios in smart cities is also a beneficial area for the extension of
DLT ecosystem.

Discussion and Implications
Discussion

The potential for DLT goes beyond cryptocurrency, allowing tradeable digital
tokens which represents digital or physical assets. This has expanded to other range
of application to many industries and sectors, including financial applications, sup-
ply chain, education, healthcare, smart cities, and so on. Therefore, the adoption of
DLTs in domain such as smart cities is rapidly growing due to the potentials of this
emerging technology. The apparent need for DLT standards has led to some associa-
tions initiating standardization efforts. Major international corporations as discussed
in the “Exiting Standards for DLT Implementation in Sustainable Smart Cities” sec-
tion have created formal working groups and activities to research on the standardi-
zation of DLTs and blockchains (Gramoli & Staples, 2018). Generally, standards
are seen as being valuable to support innovation and facilitate trust, and thus to the
advancement of emerging technologies such as DLTs. Additionally, standards con-
tributed to defragmenting and coordinating a market comprised of disconnected ini-
tiatives and to unlock potential network effects. This would support to improve the
coordination among various actors within and across areas to foster business con-
vergence. DLT standardization process enables stakeholders to ascertain the use of
DLTs to resolve social problems and to promote legibility (Deshpande et al., 2017).
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Standards helps to streamline a particular area by creating an overlap among dif-
ferent suppliers, especially in a way that supports creation of markets (Anjum et al.,
2017). Findings from the literature indicate that standards could prove to be crucial
to the wider development and adoption of DLTs in different domains (Deshpande
et al., 2017), although researcher such as Ghandour et al. (2019) suggested that there
is no agreements or standards related to business implementation or development
process of DLTs. But, as with any emerging technology, there has been calls for
standardization of DLT to optimize the alignment, integration, and interoperabil-
ity of this technology (Ghandour et al., 2019). Likewise, there are different diver-
sity of DLTs which leads to isolation, fragmentation, and vendor lock-in (Anthony
Jnr, 2021a; Narang, 2020). Vendor lock-in decreases diversity increases operational
risks, and creates dependency (Narang, 2020). Thus, the extent and pace of the
adoption of DLT technology are hindered by interoperability challenges (Gramoli &
Staples, 2018).

This can make it more challenging for DLTs to interoperate with each other,
and to integrate with traditional urban information systems. This may nega-
tively impact for regulatory acceptance of DLT. A technological solution to
DLT interoperability issues is the adoption of standards. One of the major pro-
spective benefits of standardization is to improve interoperability by provid-
ing a clear and common shared technical foundation for smart cities (Gramoli
& Staples, 2018). Also, there are fewer standards that support data exchange
between distributed ledgers (via inter-chain interoperability) that may include
hash values, public keys, tokens, or other data managed by smart contract
(Narang, 2020). According to a report from IBM, 41% of companies consider
the lack of standards as one of the major challenges that impedes blockchain
proof of concept (Cristea & Stiller, 2020). Therefore, to address these short-
comings, a range of standardization-related strategies have been deployed to
examine different facets of DLT/Blockchain (e.g., Interledger, Chain Protocol,
Blockcerts, Hyperledger).

Notably, organizations such as ISO setup a technical committee in 2016 to
examine standardization concerns in DLT/Blockchain to support interoperabil-
ity and data exchange among users, digital applications, and systems in devel-
oping strategies to maximize the benefits of DLT for stakeholders (Deshpande
et al., 2017). A common approach toward standardization such as a reference
architecture or framework that defines the fundamental building blocks, their
relationship, and information exchange points is suggested. The standard should
also define the lifecycle operations of the DLT platforms which constitute the
standard operation of such ledgers that developers should develop into (Narang,
2020). Against the backdrop this current study provides an understanding on
standardization of DLT and further develop a framework for standardization
toward interoperable DLTs interface integration in smart cities as seen in Fig. 5.
In addition, findings from this study offer detailed research on IOTA conver-
gence within the framework based on three working proof of concept use case
scenarios in smart cities (see Fig. 6).
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Research and Practical Implications

Currently, there is need for interoperability of DLTs focused on resolving different
transaction formats (Gramoli & Staples, 2018), fragmented ecosystem, data, and
value silos (Belchior et al., 2022; Deshpande et al., 2017). The development of stand-
ards and good practices can offer fundamental support for addressing interoperability
of DLTs. As standardization support common taxonomy, open protocols, common
language, and support of interoperability between various DLT platforms that pres-
ently exist or that will be developed in the future (Deshpande et al., 2017). Standards
are used by governments as a trusted solutions to complement regulation (Cristea &
Stiller, 2020). Stakeholders will benefit from adopting such standard to guide and
govern DLT platforms. As it will help to provide a shared understanding, coherent
structure allowing for additional innovation (Cali et al., 2019), and the development
of DLT ecosystem could result to the creation of innovative business and economic
models, such as new forms of enterprise collaboration and cryptocurrencies. Clearly,
standardization can enable DLTs to be interoperable (Anjum et al., 2017). But the
number of international published DLT standards is very limited, and the large-scale
deployment of available DLT standards are few at this stage (Tang, 2021).

Moreover, the unbalanced development of and inconsistence between existing
DLT standards negatively impact the widespread adoption of DLTs in smart cities.
Accordingly, this study develops a framework for standardization of DLTSs to support
different centralized and decentralized platforms to connect based on different layer
or stacks as a mechanism to ensure the integrity of data exchanged across different
use case scenarios or via cross-sector applications. The developed standardization
framework can help establish and improve the integration and alignment of smart
devices, smart sensors, metering devices, etc. with DLT platforms such as IOTA
tangle deployed in smart cities ensuring securely data communicate and real-time
synchronization. The standardization framework provides an open, common, and
interoperable reference architecture for DLTs, such as IOTA tangle. It also offers
guideline for cities in developing data driven use cases in in making cities smarter.
Findings from this study present the standardization framework as a reference archi-
tecture to clarify DLT layer terminologies, support interoperability, and provide sys-
tem interfaces for DLT applications in smart cities to achieve an open protocol and
layered framework.

Conclusion

Sustainable smart cities have a lot of open opportunities and challenges to be
resolved. DLT as an emerging technology is one of the most valuable technologies
adopted in cities due to its limitless benefits. Therefore, cities are deploying DLTs,
including cryptocurrencies, following the prospect of this technology opportunity
to improve urban operations. However, municipalities need to connect their existing
digital applications to DLT systems to eliminate data and value silos securely and
reliably. Hence, the interoperability of DLTs is emerging as one of the crucial chal-
lenges of this emerging technology. To address these shortcomings, standardization
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efforts and initiatives are being carried out to provide globally approved specifica-
tions for DLT interoperability. However, none of these standards focuses on improv-
ing alignment and integration of DLTs. This study explores the current DLT stand-
ards in progress or already developed to supporting DLT interoperability in smart
cities. In particular, this study develops a framework to promote standardization of
DLTs toward promoting DLT interoperability in smart cities.

Also, findings from this study identify open issues of DLT standardization and pos-
sible recommendations to facilitate DLT standardization in smart cities. Qualitative
data from three use case scenarios is modeled in ArchiMate modeling language to
depict how and standardization alignment/integration strategies are provided to sup-
port DLT interoperability. Findings from this study illustrate how DLTs such as IOTA
tangle can operate with other digital systems. The limitation of the current study is that
only IOTA tangle was integrated in the developed framework to promote standardiza-
tion of DLTs in this study. Other DLTs such as Ethereum, Bitcoin, Ripple, Hyperledger
Fabric, and Corda were not included for modeling possible use case scenarios in solv-
ing smart cities issues. Therefore, future research will explore how to achieve interop-
erability among DLTs (public, private, or permissionless/permissioned).
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